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Goal of this Course

In the end of this course, you'll be able to...

Access various data types and connect to various data sources
structured and semi-structured data, databases, data lakes, data from the web, cloud, etc.

Build ETL and ELT data pipelines

Work with big data in KNIME Analytics Platform
integrate Hadoop Ecosystem (both on premise and on the cloud) into KNIME Analytics Platform
process data and train and apply machine learning models on Spark

Orchestrate multiple workflows and build workflow dependencies

Learn and apply best practices for data engineers
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Agenda

Session 1: Introduction & technical setup, ETL,
Connectors & Data access

Session 2: ETL, Data anonymization, Databases
Session 3: ELT, Big Data, Hadoop, Spark

Session 4: Cloud and Big Data connectivity,
Orchestration
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Exercises Overview

v [*7] L4-DE Best Practices for Data Engineering
v [T exercises

> [ data
v [77] Session_1_ETL_Processing_|
A\ 01.1_Extract_S3_data Each exercise is a continuation
4\ 01.2_Extract_WebService_data&Blend and contains the solution of
v [77] Session_2_ETL_Processing_ll the previous one

4\ 02.1_Data_Anonymization
£\ 02.2_Database_update
v [77] Session_3_ELT_on_Big_Data
A 03.0_Setup_Local_Big_Data_Environment
£ 03.1_In-database&Spark_processing
£ 03.2_Missing_value_imputation_on_Spark
A\ 03.3_Aggregation_on&Export_from_Spark
v [ Session_4_Orchestration
4 04.0_Reset_DB&Big_Data_Environment

/A 04.1_ETL_Customers Full ETL on Customers data
A\ 04.2_ELT Usage
4\ 04.3_Orchestration Full ELT on Usage data

» [*7] solutions
4% 00.1_Extensions_setup
A\ 00.2_Setup_PostgreSQL_Database

You can download the training workflows from the KNIME Community Hub

Open for Innovation
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https://hub.knime.com/knime/spaces/Education/latest/Courses~dbcwlK6J40Hvuag6/

Technical Setup

What you need:

PostgreSQL database installed locally

KNIME Analytics Platform Extensions
Install via opening the 00_Extensions_setup workflow
Or via File > Install KNIME Extensions > ...
Or via Drag and Drop from KNIME Community Hub

© 2023 KNIME AG. All rights reserved.

Name

(g KNIME Amazon Cloud Connectors
\'.<1j KNIME Extension for Apache Spark

(gl KNIME Extension for Local Big Data Environments

(4l KNIME Optimization extension
(- Redfield Privacy Nodes

Securi ity Warning

ning: Installing un gdﬂwfrwhhth uthenticity or
J_\ stblth ntinue with the installatio

idity cannot be
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Session 1: ETL, Connectors &
Data access



Session 1: Learning Outcomes

At the end of this session, you will be able to:
Recognize various KNIME connector nodes

Access, validate, and parse data from a web service
and a data lake

Apply best practices regarding security, efficiency,
reusability, and data validation

Build the first part of the application that accesses,
validates, processes, and blends the new customer
data from two different sources

© 2023 KNIME AG. All rights reserved.
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Background



Data Engineering

“Data engineering is the development, implementation,
and maintenance of systems and processes that take in
raw data and produce high-quality, consistent
information that supports downstream use cases, such
as analysis and machine learning.”

Reis, J., Housley, M. (2022). Fundamentals of Data Engineering: Plan and Build Robust Data Systems. O'Reilly Media

© 2023 KNIME AG. All rights reserved.
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Who is this Course for: Data Engineers

Data cleaning, data Data pre-processing, Integrating various data sources,

analysis, descriptive training machine learning building and managing data pipelines

statistics, reporting, data and statistics algorithms, (ETL, ELT), databases, data lakes, data

visualizations, dashboards  modeling, predicting warehouses, file systems, and/or data
mart maintenance, monitoring and
testing

nnnnnnnnnnnnnnnnn

© 2023 KNIME AG. All rights reserved. KN I M E




ETL and ELT

ETL

[

= “{o}
Extract data from data : Transform within the

- = =
AE——=E8—8&
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Why to Apply Best Practices?

Your data ETL/ELT pipeline should work

repeatedly, automatically, error-free, and smoothly.

Your workflow works well for this data in this context
- But is it ready to be put into use?

Is its design efficient?

Will it work with new data?

Will it scale?

What will happen in the case of failure?
Will you be able to trace an error easily?
Finally, is it secure?

© 2023 KNIME AG. All rights reserved.
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Best Practices for Data Engineers

Efficiency 3 Error handling
Scalability ‘ j Security

Reusability 222 Repeatability

© 2023 KNIME AG. All rights reserved.
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Today‘s example: ETL on
Customers data — Part |



Today’s Example: ETL on Customers Data

Extract

Access
Europe
customers
data (from
cloud)

Access US
customers
data (from a
web service)

© 2023 KNIME AG. All rights reserved.

Transform

) Clean,
el standardize
Blend Anonymize
Validate Clean,

standardize

Update
customer
data on the
database
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Today’s Example: ETL on Customers Data

Extract Transform
Access
Europe

customers

data (from
cloud)

Clean,

el standardize

Blend

Access US
customers
data (from a
web service)

Clean,

Validate standardize
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Today’s Example: ETL on Customers Data

Extract

2023 KNIME AG. All rights reserved.

-
Transform |Load
Data Access
Europe Customers
|
L]
Concatenate Data Anonymization
»
P p—
.
o L]
Blend the data from
different sources
Data Access
US Customers
———
L]

Database Update

—

Execute up-stream
before configuration
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Today’s Example: ETL on Customers Data

Extract [Transform

Data Access
Europe Customers

e —
L]
Concatenate

»
[
b
]

Blend the data from
different sources
Data Access

US Customers

[
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Data Set

Customers
|I| Custom... @ Mame |I| Age E Birthday @ Countr... @ City @ Country @ Email |I| Mewsle. .. @ Gender @ Marital. .. @ Estimat...
11026 Giuseppina Mitsch (04 1975-1209  |United States |Denver |United States  |giuseppina. nitsch @provider.com |1 M 5 30,000
11033 Matalija Weile |63 2001-12-09  |United States |Los Angeles  |United States |natalija.weidie @provider.com [0 M M 20,000
11044 Victor Koll 61 1975-02-12  |United States |Fort Worth United States  |victor. koll@provider.com 0 M M 20,000
11057 Stavros Selle 57 1997-11-14  |United States |Chicago Inited States |stavros.selle@provider, com 1 M M 70,000
110685 Salih Limbach 36 1979-11-21  |United States |Boston Inited States |sa|ih.Iimbadﬁ@prwider.mm 0 F M 70,000

© 2023 KNIME AG. All rights reserved.

The dataset is generated randomly. Any reference to
living persons or real events is purely coincidental
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Connectors



Connectors Cheat Sheet
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File Handling



File Handling

(CT T TTTTTTT T Y T !

Extract i Transform i i Load |

I 1 I

I 1 I

Access i P I

1 | 1 !

Saepe : . Clean, i i !
customers i1 Validate . P .
data (f ! standardize P I
ata (from ! P Update :
cloud) i - N . i i customer |

! I

i en nonymize : i data on the ||

Access US : Cloan i i database i
customers ' Validate ' o |
data (from a i standardize L] :
web service) | P |
l‘ i i i
___________________________________________________________ 4 [ ————
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Data Access, Export, & Utility Nodes

Excel Reader ORC Reader

Reading / writing tabular, structured, textual, chemical = o

data, audio, image, and model files m
Support of integrations, e.g., Python, R, H20, etc. el 3¢
Reading one or multiple files
Transformation before reading into KNIME -

Reading from / writing to local and remote file SyStems s ot gesaer

> i
Sending data directly to PowerBlI, Tableau o o
Python Object
Manage files and folders within one or several local or %, &
remote file systems . -
Transfer (copy or move) files and folders between file systems T
List files and folders i RN
Create folders . :
Compress and decompress e
Delete files and folders = S~

© 2023 KNIME AG. All rights reserved.

Excel Writer Parquet Writer
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Python Object

)
=
=
 HE s
.§.O~
s
2
3

@
Send to Tableau
Server Send to Power BI
® =
Compress
Files/Folder Decompress Files
o u
+ G ]
L ™
@ -]
Delete
ListFiles/Folders  Files/Folders
3
= 1
® &
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Supported File Systems

Standard file systems
Local file system
Mountpoint
Relative to

current workflow, mountpoint, workflow
data area

Custom/KNIME URL

Connected file systems

File systems with external authentication
Amazon
Microsoft
Google

File systems without external authentication
Databricks
BigData file systems (HDFS, httpFS, ...)
SMB, SSH, HTTP(S), FTP

© 2023 KNIME AG. All rights reserved.

Amazon
Authentication

Microsoft
Authentication

(i3]

Google Authentication
(API Key)

HDFS Connector
(KNOX)

0
.-'.

Amazon S$3 Connector
sl =
)

Azure Blob Storage
Connector

s m
@

Google
Authentication

HDFS Connector

-

Generic 83
Connector SMB Connector
&}
N b |
® o

SharePoint Azure Data Lake Storage

Online Connector Gen2 Connector
alm =
® [0
Google Cloud Google Drive
Storage Connector Connector
sl = =
@ )

Databricks File
System Connector SSH Connector

oom D o=
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Example: File Handling on Amazon S3

Delete
Decunpres% Files List ﬁ.esﬁo‘ders CS\‘Reader Table Manipulator CSV Writer Tran:ster E;les Flengolders
it = D3> B > H 3> u}»
o [ ] o] o [ ] [ ] ®
A - Decompress archive List files from Read multiple Data Write manipulated | Copy manipulated Delete outdated
Authentication Amazon $3 Connector and save Qecompressed the newly created files from S3 manipulation data directlyto S3 | datafrom S3 go the folder from S3
folder directly on S3 decompressed folder local machine
B l—._:ﬂ_ =
® L]
Connectto Provide working
Amazon directory on
Amazon S3

Open for Innovation
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File Handling Framework —

Local File
Model Reader System Connector Model Reader
o s s
[ ] [ ] ]
KNIME Mountpoint
CSV Reader Connector CSV Reader
B OR Lo uE .
] L] ]
KNIME Workflow Data
Table Reader Area Connector Table Reader
B s =B
] L] ]

Local file system and KNIME mountpoints

Microsoft Azure Blob Storage
Authentication Connector

e —— a0 m

e Transfer Files
L ] L ]
—H
SharePoint —l.j.‘[ "
Online Connector 8
L ]

Same cloud environment

© 2023 KNIME AG. All rights reserved.

Flexibility

Google
Authentication

b B
®

Amazon
Authentication

]

Cross cloud environments

Google Cloud
Storage Connector
L

]

Amazon 53 Connector

KNIME Server
Connector

(u} -
w— B

Transfer Files

e

]

S5H Connector
D ._

]

On-premise

Transfer Files

o3

]
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Best Practices: Data Validation



Input Data Validation

Make sure the workflows are using correct data
Validate input data tables, JSON schema, input files, images, etc.

JSON Schema
GET Request Validator JSON to Table
Doy > O p——» pf
o o iNnc&l&nm
Get JSON Validate Parse >
o e
|
CSV Reader = Table Validator ]
— Blend
B8,
o] o
Read Validate

© 2023 KNIME AG. All rights reserved.
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JSON Schema Validator Node

JSON
Validates JSON values based on Object to
. . Dialog - 3:2160 - JSON Schema Validater (Validate against) - O X
the specified schema ==
Settings  Flow Variables  Job Manager Selection  Memory Policy
\]SON SChema JSON column: {éf‘ JSON ~
1] L]
A vocabulary that allows to annotate and e
validate the format and structure of a JSON L e
Object” ; ony s Ttypets metring™)s
. . 8 : { . "‘: "string"},
Describes how data should be organized, L e
. Schema: o i Lo s
e.g., expected fields and data types - e Ciypets e,
L . : { Strlr:g";;ring"}-,
: { : "number"}
JSON Schema
Validator
Fail on invalid JSOM value
—-‘ q F— Error message column: |invalid schema message
L . . ‘ >
Fail or continue
execution with the oK Aoy Gncel | @

errors in a new column

© 2023 KNIME AG. All rights reserved.
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Table Validator Node

Dialog - 0:2316:0:2120 - Table Validator (Validate against) — O *
File

e S Reference Spec  Flow Variables Job Manager Selection  Memary Policy CO | u I I In

Ensure a certain table structure e ————— W
. (+]
and content using a reference table e -

8| Name
oy . . . - = S| Email bI
specification during configuration L omerter | 1 G Vsl
T4 0 <drop columns > [[] Case insensitive name mat~ung Stru Ctu re
ge
S| Birthday Fail on missing value
CountryOfBirth
: Cﬁn Check column existence Check possible values
S| Country (®) Reject if column is missing
? f;]ad tten () Insert column filed with missing values
wsletter
S| Gender
1| Estimatedyeariyin. Check data type [ check min & max
S| Maritalstatus (®) Reject if different Reject if out of domain
(O Try to convert (reject if not compatible) Replace with missing Values
S| Birthday Remove
S | CountryOfBirth
N | | EstimatedyearlyInc
Table Validator S | MaritalStatus [[] Case insensitive name matching
It S | Gender
Tab'b Vﬂlld&lor E r ror {RefeanCE] T Newsletter [[] Fail on missing value
. - Country Check column existence [] Check possible values
»> S| & P
> description o ... o slan - i .
> 1] Age (®) Reject if column is missing Reject if out of domain
' ' e <drop columns = (O Insert column filed with missing values Replace with missing Values v
C ] [} General settings
Behavior on validation issue Handling of unkown columns

(®) Fail node (no data scan if structure differs) (O Den't allow unknown columns

. X Fai I th e n Od e Or (®) Remove unkown columns
AlternathEly prOVIde activate Second () Deactivate first output port (always scans data) () Sort them to the end Handle

When to validate

reference table SpeC|f|Cat|0n Output port With () validate at node configuration and execution unknown

(®) Validate only at node execution

to the input port errors description columns

0K Apply Cancel G}
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Exercises — Session 1

Before starting the exercise
Install local instance of PostgreSQL
Download the training workflows from the KNIME Community Hub
Install necessary extensions (open 00.1_Extensions_setup)
Execute workflow 00.2_Setup PostgreSQL_Database
Use the credentials for your local instance of PostgreSQL

v [77] Session_1_ETL_Processing_|
4\ 011 _Extract_S3_data
A\ 01.2_Extract_WebService_data&Blend

© 2023 KNIME AG. All rights reserved.
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Exercise —01.1 Extract S3 data

This exercise is the first step to build application “ETL on Customers Data”
1 Access from the Amazon S3 data lake, validate, clean, and standardize the Europe customers data
Credentials for the Amazon Authentication node can be found in the reminder email
Find detailed instructions in the workflow

Extract Transform [Coad

1 Access from the Amazon S3
data lake, validate, clean, and
standardize the Europe
customers data

1. Provide the Access Key ID and Secret Key
2. Open the component to find the instructions

Data Access
Europe Customers

=

nnnnnnnnnnnnnnnnn
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Web Services



Web Services

(CT T TTTTTTT T Y T !
Extract | Transform o Load l
I 1 I
| Lo |
Access i i | |

1 1
Europe : . Clean, L !
customers i Validate . P .
I standardize P '
data (from : o Update |
cloud) i . i 1 customer |
: Blend Anonymize ! | dataonthe |
1 1
Access US i i | database i
CUSIOMETS | o} vajidate il . :
data (froma = ! standardize . !
web service) i i i |
e e ) ;

nnnnnnnnnnnnnnnnn
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RESTful Web Services / API

Representational State Transfer
RESTful APIs are Web Service APIs that adhere to the REST constraints
One the most predominant architectures for obtaining and managing data across applications
Uses HTTP transfer protocol, resources as endpoints of requests, standard HTTP verbs

Simple to use

Existing KNIME nodes

) .

v Rf' 5TWeb Services GET Request JSON Path Ungroup JSON Path

&, GET Request

4 POST Request g Vg { OEEEEEEET ' oa——— o

Y PUT Request ® ® P o

i)
&, DELETE Request Connectto github, Extractrows  Ungroup the collection Extract title
E- PATCH Flequest and access the JSON (don't forget to extract author, and price
file as a JSON type)

nnnnnnnnnnnnnnnnn
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https://restfulapi.net/rest-architectural-constraints/

RESTful Web Services / API

Dialog - 0:1 - GET Request Provide authentication - o X
File if necessary

Authentication Error Handling ReguestHeaders Response Headers Flow Variables Job Manager Selection  Memory Policy

Enter URL, or

| https:/fwww.google.com

(®) URL:

use from column
URL column:
[] Delay (ms): 0
Add delay between | concurrency: =
individual requests sst
[ 1gnere hostname mismatches
[ Trust all certificates

Follow redirects
Send large data in chunks

Timeout () 2l

Body column: | body

GET Request

g 2

oK Apply Cancel @

https://www.knime.com/blog/a-restful-way-to-find-and-retrieve-data
https://www.knime.com/blog/OSM-meets-CSV-file-and-Google-API
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https://www.knime.com/blog/a-restful-way-to-find-and-retrieve-data

JSON and XML Parsing Tips

Use the JSON Path node to
guery the JSON file and extract
parameters

Editor window simplifies
construction of JSON queries
by auto-generating them

Select the value of interest in the JSON-
Cell Preview and use the buttons to
automatically add a query to extract this
single value or a collection of similar
values

OR write a JSONPath query manually
Analogously with Xpath

JSON Path XPath

> 2 »

»O >

© 2023 KNIME AG. All rights reserved.

Dialog - 3:71 - JSON Path - O *
File

Settings  Flow Variables Job Manager Selection  Memory Policy

Input

O body -
Automatically created
query to extract the
selected value
[ L]
Automatically created
query to extract the
collection of similar

[] Remave source column

Qutputs

Qutput column JSOMNPath

E id &[items][0] [id]

: _ values
Add single query || Add collection query | Add 1S0OMPath Edit JSONPath
JSON-Cell Preview
~
"kind" : "books#volumes",
"totalltems" : 1,
viemme 1 1 A value of
5 "kind" : "books#volume", |nterest
& "id" ,
"etag" : "9piBbowTWlw",
"selfLink" : "https://www.googleapis.com/books/vl/volumes/OCSItWEACAAT",
"volumeInfo" : {
"title” : “"Hands-on Machine Learning with Scikit-Learn, Keras, and TensorFlow”,
"subtitle"™ : "Concepts, Tools, and Techniques to Build Intelligent Systems™, A
£ >

oK Apply Cancel @.




Pagination

Pagination is a process of dividing a content into small consumable pages
API requests to large collections / dense databases can return a massive response with many pages
That can result in a heavy workload for an API
Retrieving partial paginated results to handle responses easier and keep network traffic manageable

Check whether
Loop over all there are pages left
the pages Recursive
Loop Start GET Request Recursive Loop End JSON Path
> T » > ‘h Table Row Rule Engine Row Filter T G p——> O »
/_ = to Variable Variable » 0 e
1
L ] [ ] L ] L]
Repeat " uu ——o & - until there is Parse videos
GET Request ... no next page from each page
Table Creator CSON Path Does next Java IF (Table) End IF Column Fllter
page exist?
ﬁ+ » o.' » lil.li »* ! » > J'l* StOp When
. . e e there are no
URL Extract e Row 0: next page exist Keep the URL with pages left

"nextPageToken " 1: there is no next page the nextPageToken

Column Rename to \rriable String Manlpulatlon

L rh.,.—//t_ fs]

JSON-Cell Preview Ad] USt U R L for
e 1 . the next page
2 "kind™ : “youtube#searchListRes| Add nextPageToken
3 "etag” : "thMvoMQYX97jMh_aClwge: as a parameter
"nextPageToken” : "CDIQAA", to the URL for the
‘regionCode™ : "DE", next GET Request
pageInfo”™ & {

© 2023 KNIME AG. All rights reserved. KN I M E



Error Handling

Many errors might occur

client-side errors, server-side errors or rate-
limiting conditions

can be individually configured, including the
number of retry attempts or invocation
pausing

Specify node behavior in case of
error directly in the node

Works with all the nodes in KNIME
REST Client Extension

v & RESTWeb Services
i; GET Request
i' POST Request
M PUTRequest
&, DELETE Request
Y PATCH Request
\T% Webpage Retriever

© 2023 KNIME AG. All rights reserved.

Dialog - 31 - GET Request
File

Response Headers Flow Variables Inh Mananer Selection
Connection Settings Authentication Error Handling

Memory Policy
Request Headers

Connection problems (tmeouts, certificate errors, ...)
() Fail node execution

(®) Output missing value

Server-side errors (HTTP 5XX)

() Fail node execution

(®) Output missing value

Retry on error
MNumber of retries 3fe
Retry delay [s] 1k

Client-side errors (HTTP 4XX)
(C) Fail node execution

(®) Output missing value
Rate-limiting error (HTTF 429)

Pause execution [s] 60 15

Error reporting

[] Output additional column with error cause

oK Apply Cancel




Other Web Resources

Webpage Retriever
Retrieve the whole webpage by issuing
HTTP GET requeStS Webpage Retriever XPath

Use when no API is available or API

. P HTHL ’ ’ J .
endpoints are not enough = £

Provide Authentication if needed - -

Output as XML or String

Parse result with the XPath node (when

possible) SSH Connector FTP Connector  HTTP(S) Connector
Web Servers s - -

HTTP(s) Connector ® o ®

SSH Connector
FTP Connector

Functionality similar to file system
connectors

RSS Feed

nnnnnnnnnnnnnnnnn
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Dedicated Web and Cloud Services Connectors

Based on provider’s API

u[E»
Google Authentication
(APl Key)
. B
No need to write API requests -
] Writer
Google Google Analytics Google Analytics -
icati C i Query [=
1 1 : Google Google Shests
any extensions are avallable 1] L oz .
o o ° 3=  =Em
Authenticate select query | Google Sheets
S aI e Sfo rce with a gmail web property selected metrics o 2 Appender
account to analyze and dimensions —T—na @
Twitter e —
(]
B
Semantic Web . S
Updater
le Sh n
Google Sheets -~
. Salesforce -
Google Analytics simple Query
Twitter Followers
LN 2 Search
E 2 s -
r‘/ Row Filter \PARQLDGHA - [ i
| ay —., Select fields from a Salesforce | Table Creator »
Memory Endpoint .‘f’ = T A \ object using configuration | i /
/ - \ - \ | 7 N Twitter Users
= . SPARQLInsert |SPARGL Query f Filler rows Sel subect, | Salesforce |\ = \ = >
. — / | lobedeleted J predicae, & | SPARQL File Writer Authentication Salesforce SOQL \ UserDoruser  /“—pr
L .—L. P < J object columns screen name 4 -
Triple File Reader \ {Defauit Graph) \ A Y
B . » \ I‘ Reference \ e (=] LN 2 Twiter APL /1T Twitter Retweet
Ll Set subject seLECTT | | RowFiller String Manipulatior, SPARQL Update | . Connector | | Table Creator  \  Search
- predicate, & before delete AN |- "\ - <,f Wiile fifle °® ° n: / &-P . —m B>
object comns - T — 4 —~— )
Read chaboardtl  (hieaue ey it (L1 —» &= \ Authenticate Write an SOQL = = -
SPARGL List o o ®  \sPARGLQuery Triple File Writer Aperscas | | Tweet ID
Graph Names Filler rows Modify object Sel subjed!, | .
tobe updated predicale, object, \u [ d ". Salesforce T \
- & update column \/ Twitter Search \Twitier Streaming '\ Twitier Timeline
SPARQL Endpoint (Defaut Graph) . . Authentication Extractor GET Request \. \_
. Triples after Write i file L/ - 1 2 —u [0 > - B>
s rA\ SPARGL Query delete & update nS e e "9 g | B s °
- N | By query Live tweets
Connectlo A g ° © | by a keyword
fipidbpedia orgispardl . ExtractAccess Token \ Twitter Post Twoet
Queryto find & Instance URL \ o
S —
blackboard gags @
Post a tweet

023 KNIME AG. All rights reserved.
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Exercise — 01.2 Extract WebService data&Blend

This exercise is the second step to build application “ETL on Customers Data”
The solution to the previous exercises is already in the workflow
2 Access from the web service, validate, clean, and standardize the US customers data
Credentials for the GET Request node can be found in the reminder email
Find detailed instructions in the workflow

Extract Transform |Load

€|
S
2 Access from the web service,
validate, clean, and standardize Concatenate

the US customers data > @ >
1. Provide the username and password to the P e

web service e
2. Open the component to find the instructions Blerd the dals from

different sources

Data Access
US Customers

%

nnnnnnnnnnnnnnnnn
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Best Practices: ETL, Connectors
& Data Access



Security



Credentials Security Considerations

No passwords in plaintext anywhere
Do not hardcode your credentials in nodes
To always avoid storing passwords as part

of the workflow on disc:

Specify permanently in the knime.ini in the root of the

KNIME installation:

-Dknime.settings.passwords.forbidden=true

File Edit Hilite Mavigation Wi
Table "default” - Rows: 1 spec - Columns:

Manually created table - 4:2428 - Table Creator (53 Zredentials)

Prgferties  Flow Variables

Row ID [ 5] Access Key ID /
RowD BHU Ppé

RSE N\ * Gi

Dialeg - 4:2238 - Amazon Authentication (Authenticate against) — O x

File

Options

Flow Variables Job Manager Selection

Authentication

(_) Anonymous Credentials

SecretKey

() Default Creddhtial Provi

[[] Switch Rale
Account:

Role:

Region |eu-west-1
Timeout | 30,000 =

Test connection

~

0K

Cancel @'

Apply

Passwords in node configuration...

required).

[] Do not show again

'0‘ This node uses (weakly encrypted) passwords in its configuration.
k. -— r

Passwards will not be saved to disc You can continue to work but sharing this
workflow or loading it 1ater will cause this node to lose the password (reconfiguration

© 2023 KNIME AG. All rights reserved.
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Handling Credentials

Dialog - 0:3:0:2 - Credentials Configuration - O X
File

Avoid saving credentialstothe " . ...
n O d e iz Microsoft SQL Server Credentials

Desaription:
Encrypt the credentials with the ST p——— - o
- . . File
Parameter Variable Name: i
C re d e ntl al S C O nfl g u ratl 0 n O r i redentials Input Tvoe Maooing Outout Tvoe Mapping Flow Variables Job Manager Selection
Connection Settings IDBC Parameters Advanced
. . Username: username
Credentials Widget nod
re e n I a S I g e n 0 e S Password: ssssesee Database Dialect: | Microsoft SQL Server
Driver Name: Official Driver for Microsoft SQL Server [ID: Offical Driver for Microsoft SGL Server]

Prompt user name in component dialog

Use for database connector, e ettt sy ][22

- - [ Use KNIME Server Login (when run on server) |hnsmamE Vl 1,433
authentication, and REST
] Don't render input fields |da‘3"as‘?“Eme Vl

Authentication

noaes ——

oK Appk G |
B ance @ Credentials
e
Dialog - 0:3 - DB Connection - O x

(0 Username & password

Credentials = O rereros
C-ﬂ"ﬁﬂ“ rat-“}" credenﬁals mdget Options  Flow Variables Memory Policy Job Manager Selection

?
h . Microsoft SQL Server Credentials oK Apply Cancel @

Username |username

Password |ssssssss

OK Apply Cancel @l

Open for Innovation
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Handling Cloud Credentials

Avoid saving the authentication
credentials to the node (Node option)

If you use the node more than once, make
use of authentication files (Custom option)

If you use the node only once, keep the
authentication credentials in memory
(Memory option)

When possible, limit the available scopes

Google Google Authentication
Authentication (API Key)
b B b B
@ @

© 2023 KNIME AG. All rights reserved.

Dialog - 0:2428 - Geogle Authentication
File

Authentication  Advanced Flow Variables Job Manager Selection

Sign in with Google Status:

Credential

Location

(®) Memory (suthentication key kept in memor: )
(0) Custom (authentication saved in separate file)

() Mode (authentication key saved as part of node instance)

Clear Selected Credentials

Scopes

|:| Google BigQuery Connection

[[] Google Analytics Connection {(Read)
Google Sheets Connection (Read)

[[] Google Sheets Connection (Read,Write)
[] Google Drive connection (Read)

[[] Google Drive connection (Read,Write)

[ &li scopes

Authenticated

oK Apply
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Handling Sensitive Data

Do not save confidential data inside
your workflow

Reset your workflow before sharing
unless there is a specific reason not to

Dialog - 0:2443:0:2406 - CSV Reader (Read customer)
File
Settings Transformation Advanced Settings LimitRows Encoding Flow Variables Job Manager Selection Memory Policy

[ Input location
~ J Current workflow data area

Mode  @Fie () Filesin foider @

Lookin: |3/ ~

it

Read from  Relative to

Ie

File
o=t Fer]
Reader options ]
Format 1
Autodetect format o]
S Roy P name:
Flesof type:  AlFormats Cancel
Ouote char T
Date&Time
Joiner  String to Date&Time  |Difference | Missing Value  Component Output
S
W i—\—r 53 p——tr @) » Output table - 0:2444:0:2411 - Date&Time Difference (Age) - O X
° ® _E_ File Edit Hilite Navigation View
Add unique keys Birthday Age Table “default”™ - Rows: 33998 Spec - Columns: 12 Properties Flow Variables
to customer data
Row ID [S|Name  |[] Birthday |[S]Countr... |[S]Email B
Row0_Row1l... |Aamir Deldna |1944-02-03  |Spain aamir ,deldna @provider,com (CF A
Rowl Row24... |Aamir Ludo  [1942-04-08  |Spain @amir lucio@provider.com  |Ed
Row2_Row1S...|Aaron Conan [1975-10-24  |United States |aaron.conan@provider.com |Sa
R =Ty T T =—— ;

© 2023 KNIME AG. All rights reserved.
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Efficient Reading of Files

Remove redundant and unused
columns in the “transformation” tab of

a reader node

Avoid reading the same file multiple
times

Read multiple files with the same

structure with one Reader node using
the “Files in folder” option

Anonymization
CSV Reader Data Anonymization Assessment CSV Writer
»>
il
e L] ® [s]
Customer data Original vs.

anonymized data

© 2023 KNIME AG. All rights reserved.

Dialog - 4:1 - CSV Reader (Customer data) - [m] x
File
Settings  Transformation ~ advanced Settings Limit Rows Encoding Flow Variables  Job Manager Selection  Memory Policy
[ Transformations ~
Reset actions 4+ Move up J Maove down Enforce types Take columns from: Union Intersection
Column New name Type
H | Customerkey m Number (integer) ~
H | ame @ String
= | [ age m Number (integer)
| [ sirthday @ String
L CountrvOfBirth [S]strina hd
AY
Preview
0 The suggested column types are based on the first 10000 rows only. See 'Advanced Settings' tab.
Row ID m Custom... E‘ MName @ Email
Row0 11001 |Alois Berger |alois. berger @proyider com |
Rowl 11004 Michaela Sc... |michaela.schultz ¢ Dialog - 04118 - Excel Reader
Row2 11005 Rotraut Gra... rotraut.grd tanwal
Row3 11011 Helga Heindl_|helga.heindi@pro| FIlE
Settings Transformation Advanced Settings Encryption Flow Variables Job Manager Sele
Input location
Read from |Relative to ~ | Current workflow data area ~
Mode (O File (@) Files in folder Filter options ] Indude subfolders
Folder Data per Country
(1) selected 5 of 5 files
Anonymization
CSV Reader Data Anonymization Assessment CSV Writer
& > 4
2 > »
) >
e 5] 5] o
Customer data Original vs.
anonymized data
Open for Innovation

KNIME



Efficient Workflow Design

Not every manipulation operation in your data will be equally expensive

Joining two tables with a Joiner node will be more expensive than replacing a few rows with a Cell
Replacer node

. . Math Formula String Manipulation
Only use loops when absolutely needed — use Multi Column nodes instead PR Cotama) (Ret Coemmn)
> > if >
Not every data type in KNIME uses the same ‘memory space’: e >

Strings occupy more space in memory than integers
Consider removing columns with constant values if they are not needed

Remove redundant data early

Filter redundant rows or columns before dragging them through the data pipeline and other data
operation, e.g., before joining

Excel Read Excel Reader Row Filter
B < o—
.’-\ i Row Filter ® .’-\ Joiner
Source 1 . Source 1 Remove > ir »
L= redundant rows » v B
Excel Reader L] Excel Reader Row Filter [ ]
Remove . Blend
.Eﬁ redundant rows “iﬁ =4
L] L] L]

Source 2 Remove
redundant rows

nnnnnnnnnnnnnnnnn

© 2023 KNIME AG. All rights reserved. KN I M E




Efficient Workflow Design

Absolutely avoid:

Disconnected nodes/components,
especially if that workflow will run on
a KNIME Business Hub or will be
called by another workflow

Workflow branches that are not
actively needed

Storing large unused files inside of

the workflow

It will cause the workflow to take a long time
to load/save

© 2023 KNIME AG. All rights reserved.

CSV Reader

Data Cleaning

Data Transformation

up

CSV Wiriter
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Additional Efficiency Tip: Streaming (Beta Feature)

o @ Dialog - 2:5 - Streamed Wrapped Node - Reading data from a file and...

« Flow Variables Memory Policy Job Manager Selection .
. - — Streamed Component - Reading
Select the job manager for this node
Simple Streaming B data from a file and process

Settings for selected job manager ’

lll*’

Chunk Size 50 ¢
2

Determines the size of a batch that is collected at each node before
it is handed off to the downstream node. Choosing larger values will

reduce synchronization (and hence yield better runtime),whereas Sub Workflow as Com pone nt.
small values will make sure that less data is in transit/memory. .
For ordinary data (consisting only of strings and numbers) larger Tﬂ DDEH |t
| ferred. < :
values are preferre - right click = Component = Open

- Ctrl + Double Click

OK Apply Cancel \'E‘w
Component Input Data Generator Math Formula Row Filter Component Qutput
. - 1,458,848 N 423,409
¥ .+ > gt h’"'"'"'"'"'""?"'"'"'"'"'"'"'"'"’E
| | | || |
do some math
Component Input Data Generator Math Formula Row Filter Component Output
@ '—L o 2,000,000 . 711,782
[] ® ® ® ®

do some math

Open for Innovation

© 2023 KNIME AG. All rights reserved. KN I M E




Performance

The execution of the deployment application must be fast Tmer Info

keep an eye on scalability
address the pain points in the execution On"

Test for speed on large datasets (Timer Info node)
Find out which nodes take the longest to execute

Inspect what is KNIME-related and what could be related to other variables (i.e. slow network
connection)

Measure how much you have improved your execution time — keep track of success

Table "default” -Rows: 8 Spec - Columns: 8 Properties Flow Variables
Row ID @ Mame Execution Time Execution Time since last Reset Execution Time since Start |I| Nrof E... |I| Nr of E... @ ModelD @ Classname

Node 1 CSV Reader 892 892 892 1 1 41 org.knime. flehandling.core.node. table.reader, TableReaderMNodeModel
MNode 2 Excel Reader 832 332 332 1 1 4:2 org.knime. ext. poi3.node.io. filehandling. excel. reader .ExcelTableRea. ..
MNode 3 Cell Replacer |17 17 17 1 1 4:3 org.knime.base.node. preproc. cellreplace. CelReplacerModeModel
Mode 18 5QLite Conn... 274 274 274 1 1 418 org.knime. database. extension.sglite.node. connector. 5QLiteDBConn. ..
Node 19 DB Table Sel... |31 31 31 1 1 4:15 org.knime. database. node. utility. tableselector DETableSelectiodeMo. ..
MNode 20 DB Reader 107 107 107 1 1 4:20 org.knime.database.node.io.reader . DBReadNodeModel
Mode 21 Joiner a1 a1 a1 1 1 421 org.knime. base.node. preproc. joiner 3. Joiner 3NodeModel
Node 22 Timer Info ? 0 0 ] 0 4:22 org.knime. base.node. util. timerinfo. TimerinfoNodeModel

nnnnnnnnnnnnnnnn
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Reusability



Reusability via Components

Logic blocks and repeatable processes can be written once and reused

In KNIME Analytics Platform — by means of reusable components
Wrap a process into a component

Add configuration settings for customization Dislog - 3 - File Wrter - o x
Reuse and share Add -
. . ODUOHS Flow Varigbles Memory Policy  Job Manager Selection
configuration
Single Selection
Excel Writer Configuration
ﬂ . Write the table into
= w Excel Writer
Table Creator CASE Switch Start L] L] Ccsv

User configuration: ’E
ﬁ‘_ > It. Ci it | 20 (e CASE Switch Start L] C it Output
A omponent Inpux witc omponent Outpu
Mo
L] L] CSV Writer -
> |5
’E ® L] CSV Writer ®
Automatic switch ’ﬁ OK Apply Cancel @'

Combine into File Writer Build. reuse
Process that is a reusable —.’ share
repeated often component -

nnnnnnnnnnnnnnnnn
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Benefits of Using Components within an Organization

Standardization
You own organization’s best practices and procedures can be implemented as components

Component-driven design & development helps promote creation of reusable processes with a single
responsibility. For example...

Organization-specific database connectors

Standardized ETL cleanup operations

Standardized logging operations

Model API interfaces (i.e., schema validation and transformation of JSON input/output)

Adherence to modern testing and design principles
Components help teams follow the Don’t Repeat Yourself (DRY) principle

Components are small, independently testable units of functionality.

Workflow organization

Components can be nested inside other components, allowing complex workflows to be comprised of
small, maintainable parts.

nnnnnnnnnnnnnnnnn
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Best Practices for Components Building

Single function or responsibility
Small set of consistent inputs and outputs

Input should be validated, e.g., expected number of columns, rows, column types, value ranges, etc.

Breakpoint node for unexpected input — stop execution with a custom error message
Similar output for similar input unless randomness is needed

Should not rely on the workflows that use them in order to function properly

Avoid dependencies on specific data sources
Exception: components whose purpose is connecting to a data source

Should be self-contained
By default, variables from the workflow aren‘t available inside the component
By default, variables created inside are only available locally inside the component
Configure Component Input/Output to pass flow variables from/to outside the component

Should be properly documented
Describe the function, set of inputs, configuration settings, and set of outputs

© 2023 KNIME AG. All rights reserved.
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Best Practices for Components Sharing

Include input data with component

When selected, everyone with access to the component will
access it together with its current input data

Make sure that no sensitive data are shared
Destination

Make sure that everyone who uses the component can access it
and update its instances in their workflows

Local Workspace Business Hub Community Hub
Access from the Access from the - Private: access logging in
local KNIME KNIME Business  to your KNIME Community
Analytics Platform  Hub Hub profile
installation - Public: available to
everyone

Share for own Share with Share for own usage, with
usage colleagues who colleagues who have

have access to access to the space, or

the hub instance  publicly

© 2023 KNIME AG. All rights reserved.

Create Metanode...
Create Component...
Component > @ Open

i [ Epand
Setup...
Convert to Metanode
[ share..

Indate Link

Show Flow Variable Ports

£ Cut

Save As Shared Component

Select destination workflow group for shared component

KNIME Business Hub

:(; My-KNIME-Hub (lada@api.hub.knime.com)
4 LOCAL (Local Workspace)

Workspace

o knime.com ( @https://! Jknime.com/knime/rest)

KNIME
Local Community Hub

knime://Mv-KNIME-Hub/Users/lada
| [Jinclude input data with component

Including input data in a component facilitates their direct editing later on.
Please note that upstream nodes need to be executed (or will be executed on save)
if input data is to be included. It is advised to keep the input data as small as possible.




Best Practices for Components Sharing

Link

Make sure a workflow always can find a component when update is

needed

Absolute

Mountpoint-
relative

Workflow-relative

Share but continue
to work on the
unlinked instance

© 2023 KNIME AG. All rights reserved.

Description

Absolute location of the shared component
knime://[LOCAL/Destination/Component

Path is relative to the current mountpoint
Similar folder structure w.r.t. the mountpoint is required
knime://knime.mountpoint/Destination/Component

Path is relative to the current workflow
Similar folder structure w.r.t. the workflow is required
knime://knime.workflow/../Destination/Component

Shared component has an absolute link
Current instance isn’t linked to the shared component
knime://LOCAL/Destination/Component

| Link Shared Compaonent

Q Link local instance to the shared compenent?

Select the type of link to be created:
(®) Create absolute link

Usage

Local Workspace: own usage
Hub: share with others

For sharing the components
used in the same mountpoint

For sharing the components
used in the same workflow or
workflow group

To create a component but
continue to work on the current
instance
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Replication vs. Security

Include data in the workflow data area to allow for replication when sharing
BUT Don'’t include sensitive data that shouldn’t be shared
BUT Keep large files outside the workflow to avoid slow loading / saving

Use relative paths instead of absolute paths
Absolute paths aren’t optimal for sharing, reusability, and security
With the appropriate relative path, the workflow will work everywhere

Do not hardcode the credentials in connector nodes
Make use of the Credentials Configuration node

Dialog - 3:16 - Excel Reader
File

Settings  Transformation Advanced Settings Encryption  Flow Variables  Job Manager Selection  Memory Policy
Input location

Read from |Relative to ~ | | Current workflow data area ~

Maode (@ File () Files in folder

File Data, xlsx

© 2023 KNIME AG. All rights reserved.
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Replication

Use seeds in the nodes that use (pseudo)randomness to be able to replicate the

results

© 2023 KNIME AG. All rights reserved.

Dialog - 3:19 - Row Sampling — O
File

Sampling Method  Flow Variables  Job Manager Selection  Memary Policy

() Absolute 100 5
(® Relative[%] 0
(") Take from top

() Linear sampling

(®) Draw randomly

’ O Stratified sampling @ column2
Use random seed 12345
0K Apply Cancel @I
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Session 1: Summary

Now you should be able to:
Recognize various KNIME connector nodes

Access, validate, and parse data from a web service
and a data lake

Apply best practices regarding security, efficiency,
reusability, and data validation

Build the first part of the application that accesses,
validates, processes, and blends the new customer
data from two different sources

© 2023 KNIME AG. All rights reserved.
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Session 2: ETL, Data
anonymization, Databases



Session 2: Learning Outcomes

At the end of this session, you will be able to:
Apply various data anonymization techniques

Recognize advanced KNIME Database extension
functionality

Query and update a database records

Build the application that anonymizes the new
customer data and uploads it to the database

© 2023 KNIME AG. All rights reserved.
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Today‘s example: ETL on
Customers data — Part Il



Today’s Example: ETL on Customers Data

Extract

Access
Europe
customers
data (from
cloud)

Access US
customers
data (from a
web service)

© 2023 KNIME AG. All rights reserved.

Transform
) Clean,
deliesiis standardize
Blend Anonymize
Validate Clean,

standardize

Update
customer
data on the
database

nnnnnnnnnnnnnnnnn



Today’s Example: ETL on Customers Data

m “
1 ) .
— vo<s 3 I
I T E @ I
1 ®© - O o< “
— ST 1
“ —I D R = © “
“ (&] S © “
. 1
S
T EEE I I I ————————————— N

Anonymize !

Open for Innovation

o
[}
2
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Today’s Example: ETL on Customers Data

© 2023 KNIME AG. All rights reserved.

Extract

Data Access
Europe Customers

|

Data Access
US Customers

e

Transform

Concatenate Data Anonymization

>
[
.
L]

Blend the data from
different sources

JCoad

O —

Database Update

—

Execute up-stream
before configuration

Open for Innovation

KNIME



Today’s Example: ETL on Customers Data

JCoad

Data Anonymization Database Update

»> L

© 2023 KNIME AG. All rights reserved.
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Data Anonymization



Data Anonymization

(CT T TTTTTTT T Y T !

Extract i Transform i i Load |

I [ I

I [ I

Access i P I
Europe ! P I
customers | Validate stacr:lfairc]i’ize L |
data (from : i i Update i
cloud) i . i 1 customer |

: Blend Anonymize ! | dataonthe |

1 1

Access US i I i | database |
1

customers L Validate Clean, o |
data (from a : standardize Lo :
web service) i P I
e S ;

nnnnnnnnnnnnnnnnn
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Data Anonymization

Sensitive / personal data needs to be handled with caution

GDPR is stipulating that only anonymized data may be used extensively
Transform the data so that it is impossible to re-identify the individuals in the dataset
Assess the risks of de-anonymization

Redfield Pl’ivacy Nodes extension Configure hierarchies

for different columns

separately and apply Anonymity
CSV Reader anonymization for all Assessment
» >
&, pe Evaluate your
s Hierarchical f— ™ > g t-
® Anonymization Create Hierarchy  Create Hierarchy  Hierarchy Reader Anonymization L anonymlza_lon =
— e e———  —p{  p—o  Risks: assess the risks of
¥ - 2 ar i original vs . .
> Oy — O y— 0= de-anonymization

. [ anonymized
Hashing, ® ® ® ° oe
R A Hash identifying Quasi-identifying Quasi-identifying Read and update Hierarchy Writer
pSGUdoanonymlzatlon attributes attributes attributes saved hierarchy '

Advanceq - Save the hierarchies
anonymization Reusability of
via hierarchies created hierarchies

https://www.knime.com/blog/data-anonymization-in-knime-a-redfield-privacy-extension-walkthrough

https://www.youtube.com/watch?v=5e6hdOLWNDo

nnnnnnnnnnnnnnnnn
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Attribute Types & Anonymization Forms

Attribute types
Identifying — attributes that identify a person precisely, e.g., name, email, ID number, etc.

Quasi-identifying — attributes that identify a person indirectly, e.g., date of birth + gender + zip code
+ additional information

Sensitive — attributes that should not be matched to a specific person, e.g., medical diagnoses,
sexual orientation, religious views.

Non-sensitive — all the other attributes that can be useful for data analysis

Anonymization forms (available in KNIME Analytics Platform)
Suppression — entire removal of values in specific columns, e.g., identifying information
Character masking — partial modification of values with non-meaningful characters (e.g., “x” or “*”)

Pseudoanonymization — replacement of values with values that do not contain any useful
information, e.g., hashing and tokenization

Generalization — aggregated of original values, e.g., mean, mode, or bins, instead of original values

nnnnnnnnnnnnnnnnn
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Pseudoanonymization via Hashing

Hashing is transforming a given key into another value

SHA-1 (Secure Hash Algorithm 1) is a cryptographic hash function which takes
an input and produces a 160-bit hash value (40 digits long)

Problems
Enumerating all the possible original values and hashing them can lead to deanonymization

Possibility of collision — two different keys are hashed into a similar value
Other columns and datasets can be used to re-identify the person

Solution: Salting
Concatenate original string with random value, values from the other column, or a timestamp

Anonymization node from Redfield Privacy Nodes extension

@ Mame @ Mame_salted @ Mame_anonymized

L. Messi L. Messi-5106534569952410475 fae 704fdfdfagd5a 19672 369eefor3d9d 20efeb
Cristiano Ronaldo Cristiano Ronaldo-167885730524558550 Gea5a 12688647 174408342 26 F2cfa 5172922727
Meymar Ir Meymar Ir46724330290105649658 167360450486 5565823a 109329 2eadb45d 308649
De Gea De Gea-7216359497931550918 475ed 16fd 2f 7F 7008 5c8cb498ebabre0g5facfcO

k. De Bruyne k. De Bruyne-35810755504208856390 d4a31af79bd 24d30052f11604ed0547fda 204959
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Anonymization Node

H aS h eS th e Val u es With S HA_ 1 fu nCti O n Dialog - 0:2317:0:481 - Anonymization (Hash name and email) — O X
File
Flow Variables Job Manager Selection Memory Policy
r Exdude r Indude
Y riter Y Fiter
et 1 | | CustomerKe A S| Nami
Original table with o ' > | (5
Birthda
hashed values B, »
s|city Select
[5]eme [D] Age e ‘ identifyin
40badac74b4c13150cf112c0cd0a0b58d 1ffa 2fo |64 S| Gender 7 S|
" A G5f2debbba4e97547de 569548 7fa5dac 1927 |63 §|marialstatis v columns
[§] Mame [D] Age Anonymization 588b78cf346e0f4e68204b5 1eba3068bd5c08. . |61
Giuseppina Nitsch |54 93ab4afafefdchad4763257a98af47babb0 2950 |57 . . .
Natalia Weikte |63 » @ » - Multiple salting strategies
victor Koll 61 | 4 - O None
Stavros Selle 57 - |§| Mame El MName_anonymized R
Giuseppina Nitsch |49badac74b4c 13150cF112c0cd0a0b58d 1520 @Random  [useseed: | 6232003815 | ©
Matalija Weile |66f2debbba4e97547de 56954f37fa5dac 19a7. .. O Colum 8] vame
Victor Kol 538b73cf34620f4263204b8 1eba3068bd5c08, ..
Stavros Selle 93ab4afafefachag4763257a43af47babb0 2950 00 [ e 1 | ool | e
Return dictionary of
(0] I’I g | I‘la| an d haShed [[] bebug Mode (Output salted values before hashing instead of hash)
values — should be
pl’Operly secured oK Apply Cancel @
Inspect salted
values
KNIME
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Generalization — Creating Hierarchies

Define complex binning rules with multiple layers that go from original data to
less and less accurate, and finally to completely suppressed data

Date-based

Interval-based

Order-based

Mask-based

Create Hierarchy node from Redfield Privacy Nodes extension

Accurate Suppressed
Create Hierarchy

[S]w Leveld [[S]Levelt [S]Level-2 'S Level:3 e Hierarchy
Spain {Spain, Spian, Portugal} {Germany, Austria, France, Franec, Iatly, Italy, Greece, Spai... [* - = preview
Slovakia {Hungary, Slovakia} {Poland, Czech Republic, Hungary, Slovakia} i Build a new -
Serbia {Croatia, Serbia, Bosnia and H... |{Croatia, Serbia, Bosnia and Herzegovina, North Macedonia, ... |* . X )
Romania {Romania, Moldova, Bulgaria} |{Croatia, Serbia, Bosnia and Herzegovina, North Macedonia, ... [* hlefarChy In HlerarChy
Portugal {Spain, Spian, Portugal} {Germany, Austria, France, Franec, Iatly, Italy, Greece, Spai... |* addition to the
Poland {Poland, Czech Republic} {Poland, Czech Republic, Hungary, Slovakia} . previ ous one
Norway {Denmark, Norway, Sweden}  |{Netherlands, Belgium, Denmark, Norway, Sweden} -

nnnnnnnnnnnnnnnnn
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Create Hierarchy Node — Date and Time Data

Dialog - 3:2536 - Create Hierarchy - O X

File
Hierarchy Flow Variables Job Manager Seler*-= *#-—-="-t—-
Coumn 5] Bt Choose the
umn a
— column and
(] 51 hierarchy type

() Use intervals (for values with ratio scale)
(O) Use ordering (e.g. for variables with ordinal scale)

(O Use masking (e.g. for alphanumeric strings)

Next>

oK Apply Cancel @

© 2023 KNIME AG. All rights reserved.

Dialog - 3:2523 - Create } = q o
e ¢ Adjust min and max

to anonymize
outliers better

‘l Flow Variables .

Bottom coding from: 1945-01-01 Top coding from: 2002-01-01

Granularity
[_] week/month/year

() week/year
@ month/year

Level 0 — original values

- Level 1
[ ] weekday

[ week

[T quarter

@ year Level 2

() millenium

Level n — suppresed values

Time Zone
Central European Standard Time

< Back

OK Apply Cancel @

Open for Innovation



Create Hierarchy Node — Categorical Data

Level 0 —
original
values

Dialog - 3:2552 - Create Hierarchy (Countr.. — 0 X Dialog - 3:2538 - Create Hierarchy (CountryOiBirth) - o x Dialog - 3:2538 - Create Hierarchy (CountryOfBirth) a x Dialog - 32 <ate Hierarchy LeVeI 1 a X
File File File
File Level 2
Fierardy| Fiow Variables Job Manager Selection *-=om:nct—y | [Herarchy] Fiow Variables Job Manager Selection Memory Policy Fierarchy| F{  /ariables JobManager Selc 1 Memuy -
Hierarchy  Fiow Variables Job Manager Selection _Memary Policy: Order Groups 3. Select the Order Groups Order Groups
I Values . Values Values ™
Column [§] CountryOfBirth . 1. Choose the || lretand 1stinterval ... Ireland reland
column and | oot ngdem Unide Kngdom 3 Unitde Kingdom B |
. | || onited Kingdom | United Kingdom United Kingdom
h|erarchy type || Metheriands | Netherlands Netherlands L ||
Belgum Belgum Ramowe || Belgum — Remove
e e Denmark Denmark Denmark
=2 Addidor | [ EH Add Before [ | foar Add Before
Q) Use ordering (e.g. for variables with ordinal scale) | | lecmany 1 e == — Add After | | loermany — ]
Austria | | |/ austia || ustria
() Use masking (e.g. for alphanumeric strings) France || France J France ]
Franec | | Franec Franec
Tath Tatly Tatly
Next> t 5. Add more ot = L]
Gresce s groups on the | == ﬂ e N == [H 7. Manually
| Span | pan 2 pan 2
ok o - - B | v«  Samelevel | 2= v Collpseg - add more
/ ance! { 'or . —
it Poland and increase Poland 6. Add new Polanc groups and
s their size e level o increase their
Slovakia Slovakia Slovakia .
Friend | | Frvang 5 Friand d = I size group by
Eston Estonia
T Values are added ™ v rou
. O0r e
Lithuania s Lithuania
Croata values to to the groups 5 L oot
Serbia ) ™ Serbia
o v create from the sorted i T
lewmsst meaningful list according to M= : Pt ocedoria 3
== groups or in the group sizes - | | R —=
aaine alphabetic Ukaine Uicaine 1
Ukranie: Ukranie: 2 Ukranie 2
Belar Belarus Belarus
um:stalzs Order 4 and United States United States 2
o i :
increase its size (
Mave Up General Group | Move Up General Group Hove Up General Group
Move Dawn Aqgoregate Function: Set of values Move Down Aggregate Function: Set of values Move Down Aqggregate Function: Set of values
Sort Function Parameter: Sort Function Parameter: Sort L
Custom Size: 3l || custom Sie: ke Custom - e
<Back < Back < Back
oK Apply Cancel ) 0K Apply Cancel ) oK Apply Cancel 2

Open for Innovation
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Create Hierarchy Node — Numeric Data

Dialog - 3:2550 - Create Hierarchy (Estimat. [u} X | Dialog - 3:2550 - Create Hierarchy (Estimat.. o X Dialog - 3:2550 - Create Hierarchy (Estimat .~ — o X o X
File | | Fite File File
| Herarchy Fiow Variables Job Manager Selection Memory Policy | | Hierarchy  Flow Variables Job Manager Selection Memory Policy | Hierarchy  Fiow Varisbles Job Manager Selection Memory Policy | Hierarchy  Fiow Varisbles Job Manager Selection Memory Policy
[ 1. Choose the
Coumn (D] Estmatedvearlyincome . Tio000.5, 1700000, R ey (10000.0, 1700011 | [EEIEe (0.0, 20000.0] 4. Select the
O —— - - ERCOETEY oo oo :
- hi h 1st interval
lerarchy type 2. Select the 3. Change the
© Use intervals (for values with ratio scale) FEGIEsAR GmsiEn
[ ggreg default range
") Use ordering (e.g. for variables with ordinal scale) f ”
- | General Range Interval Grow or all groups General Range Interval Group General Range Interval Group
) Use maskdng {a.g. for aiphanumaric sringe) || |acoregate Function:  [1nterval Lower bound Upper bound | | |agoregate Punction: Interval y
| ommor inimum value: from:
Next> Function Parameter: g A a e ° e 200000 Function Parameter: 5 Change itS
Set of vakues Bottom coding from: |0 Top coding from: | 200000 ) .
set of prefi - ° min & max
| Ol poe e Snap from: (] Maximum value: | 200000
5 Arithmetic mean Max: 20000{
oK Apply Cancel Arithmetic mean of bounds
<Back Geometric mean <Back <Back i i
e e o bocinte This will be the range
| for all the intervals
| oK Apply Cancel ? | 0K Apply Cancel 7 | 0K Apply Cancel ?
Dialog ~év25507~ Create Hierarchy (Estimat... - o X Dialog 32550 - Create Hierarchy (Estimated) - o x Dialog 32550 Create Hierarchy (Estimated) - a x Dilog - 52550 - reate Herarchy (Estimated) o x
File File File File
| Herarchy  Flow variables Job Manager Selection  Memory Policy | Hierarchy Fiow varisbles Job Manager Selecton  Memory Polcy | M [P Wt | Mg fdocion | ey Py
| Hierarchy Fiow Variables Job Man [ e
(e mma o
C [ [20000.0, s0000.o |
| 0.0, 40000 DR (20000 0, 40000.oC Wl | oo
i (05, ooy X (0, 0000 e ot
00, 50 T o0 oo | R——
( 1 [ [amm.n. 100000.0{ [80000.0, 100000.0{ [l[ll)(l] 0, 120000.0f
General Range Interval ¢ 7....and £dd Before
Aggregate Functon: Inte 6. Create increase its size Addorer | [140000.0, 160000.0 QAL e e Ty
Functon Parameter: new level... 8. Add more —
: f intervals and {160000.0, \pgap 1 |
M RN AddNewlee V] The intervals are . thei e —
Max: 200¢ : Increase their H
R automatically | cize Add New Level The mtervgls are
<Back created in the v Collapse qroups whentoama | | Gener Ranpe el € automatically
General Range Inteny . General Range Interval Grow elonnde Aggregate Function:  Inte ted in th
gegmerecn: . Previous level!  |hooregateuecton: e —— created in the
| 0K Apply Cancel 2 Function Parameter: Functon Parameter (™ previous level 15
Size: b Se: He
<Back.
< Back < Back
oK Apply Cancel
oK Apply Cancel oK Apply Cancel

Dialog - 3:2550 - Create Hierarchy (Estimat . —

Open for Innovation
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Generalization — Privacy Models

Which level of hierarchy to use? — Let a privacy model find out

Privacy model specifies conditions that the data set must satisfy to keep
disclosure risk acceptable according to the user-specified parameters

k-anonymity model
“A dataset is k-anonymous if each record cannot be distinguished from at least k-1 other records
regarding the quasi-identifiers.”

“Each group of indistinguishable records in terms of quasi-identifiers forms a so-called equivalence
class.”

E.g., in 2-anonymity model, each person should be indistinguishable from at least one other person

Hierarchical Anonymization node from Redfield Privacy Nodes extension
Applies the privacy model to anonymize the data

Hierarchical
Anonymization

> <
o a
T

Sweeney, L. (2002). k-Anonymity: A Model for Protecting Privacy. Int. J. Uncertain. Fuzziness Knowl. Based Syst., 10, 557-570.

nnnnnnnnnnnnnnnnn
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Hierarchical Anonymization Node

File

Dialog - 3:2553 - Hierarchical Anonymization (Apply the) - o
Research samole Flow Variabies Job Manager Selection Memory Pokcy
Columns Privacy Models Anonymization Canfig
CustomerKey Type: Insensitive
Select the
Hame attribute  rwe: reesine

type

Age Type: Insensitive
Birthday ™~ Type: Quasi-dentifying
Herarchy is aready provided by config overrides
Transformation
Mode Generalization weight | 0,5/% =
() Minimum 2 (D) Masimum *
CountryOfirth® The higher the weight
wewsasdyooce 1S — the more accurate
the attribute stays after
the anonymization
Transformaton

Mode Generalization

weght | 0,513 ]
0 % | [ Maimum .
=] Specify the
transformation — use

v created hierarchies or **
wme,  Select transformation ...

Gender Type: Insensitive

EstimatedYearlyIncome™ Type: Quas-dentfying

Hiesarchy is akeady provided by config averrides

Transformation
Made Generalization

weight | 0,5/% d

() Minimum 0% [ Maximum
oo Restrict the =~ =
levels
oK Apply Cancel )

© 2023 KNIME AG. All rights reserved.

Dialag - 3:2553 - Hierarchical Anonymization (Apply the} - o x
File

P e JobMansowr Selection____ Memorv Pokcy

Columns Privacy Models ‘Anonymization Config I

Re-identiication Risk Threshold 0,1 %

() Add Class column to output table

How many records
can be completely
suppressed? Increase
for anonymization to
succeed

Dialog - 3:2553 - Hierarchical Anonymization (Apply the) o ®
File
Research sample Flow Variables Job Manager Selection Memory Policy
Cohumns Privacy Models. Anonymizaton Config
Privacy Models
N ]
Add privacy ey
model —
§-Presence
&-Diversity
t-Closeness
(13 Apply Cancel
Dialog - 3:2553 - Hierarchical Anonymization (Apply the) - & X
File
Research sample Flow Variables Job Manager Selection Memory Policy
Columns. Privacy Models Anonymization Canfig
K 2K
() Spit flow variables Specify its
| i
i | cance parameters
Privacy Models

oK Apply

Cancel

Dialag - 3:2530 - Hierarchical Anonymization (Apply the) - & x
File
Reseorchsample _ Flow varishles ____ Jcb Manager Selection Memory Polcy
Columns Brivacy Models. ] Anonymization Config

Privacy Madsls

2-Anonymity Add
|
|
|

oK Apply Cancel ?

() Omit rows with missing cells
() Omit Identfying columns
() Omit suppressed records

Search strategy

(] Heuristic Search Enabled
Limited number of steps
Limited time [ms] 1.000 5

Utlity Measure
Measure: Loss

Generalization/Suppression Factor: 0,52
(] Precomputation enabled

Precomputation Threshold:

Aggregate Fucntion: Avithmetric mean

Popuiation

Regon: usA

Population size: 317.238.626 |§

oK Apply Cancel 6)

Open for Innovation
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Hierarchical Anonymization Node

Use automatically suggested levels of anonymization or control them

B Transformation View (J5) ShOW Only - O ¥ | W7 Transtormation View (J5) - u] X
§ anonymOUS Modes: Anonymous  NotAnonymous  Unknown -
Filters I t
solutions Restrict the accepted — T . T = = T =
Min Score 0 % Max Score 100 % Ievels Of anonymlzation counmorBn . . . .
Modes: Anonymous  NotAnonymous  Unknown f 3
or each attribute _
City v v v v x
Attribute o 1 2 3 EstimatedYearlylncome 4 v v v

CountryOfBirth

City

L S

L SRS

A S

& 8 8
x

e

EstimatedYearlylncome

e

Active |F  Transformation Anonymity Min Score Max Score Suggested
v 322 ©ANONYMOUS 0 3238886317(32 39%) 0.3238886317(32.39%) solution
3.03 QANONYMOUS 0 50559362895(50.56%) 0.50559362895(50.56%)
3,31 ©ANONYMOUS  0.48842646582499993(48.84%)  0.48842646582499993(48 84%) 3 2 2 @
L) L)

3.1.3 ©ANONYMOUS  0.5457928190999999(54.55%) 0.5457928190999999(54.58%)
233 QANONYMOUS 0 538707820075(53.87%) 0.538707820075(53.87%) @
Levels of Other possible
anonymization solutions
Reset  Apply * Close = Reset  Apply = Close +

Open for Innovation
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De-anonymization Risk Assessment

Quasi-identifiers risks

Measure the distinction and separation of the quasi-identifiers and their combinations to find out
which attributes have the biggest diversity

Separation defines the degree to which combinations of variables separate the records from
each other

Distinction defines to which degree the variables make records distinct

Attacker model risks
Estimates the probability of re-identification and success rate for it
Prosecutor: tries to identify a specific person in the dataset
Journalist: tries to identify any person in the dataset, to show that the dataset is compromised
Marketer: tries to identify as many people in the data set as possible

Individual risk for each person to be re-identified is 1/k,
where k = 1 + the number of people with the same values in the quasi-identifying columns
e.g., the highest risk for the 2-anonymity model is 0.5

nnnnnnnnnnnnnnnnn
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Anonymity Assessment Node

B efo re an O nym i Z ati O n Dialog - 9:‘2‘41; (‘1487“— A;wnym\‘ty .;SISESSI'\’;EI'\(.(RISIGZ ariginal) = o ®
File
Provide only the original table to [T o vt 3 e s | e P
. . Exdude Quasi-identifying columns —
check which attributes or pnonymity P Yo
H H . s nonymi &
combinations are the most risky Original - pssessment [ amerere > | | EE—— |
. . . R > (D! Age 8| cty
Decide which attributes to i lalerm " » | [olesmsecressinane
: |5 Gender Acceptable
n n mIZ ¢ | | § | MaritalStatus )
anonymize : [ et risk threshold
) . Anonymized !
After anonymization e
Compare original data vs.
. 0K Apply Cancel
anonymized data
Assess the de-anonymization risks Ratio of records that
Aﬁackermo;&:‘\s r-e:\'-dent-\'ﬂc;ﬁ.ion r\'sk.s—9:2415:0:4;7‘ f..zkn(-)r;yr;ity,;ssessm;m excee_d the acceptable i 7 . [m] N X ]
File Edit Hilite Navigation View risk threshold |
Quasi-identifiers re-identification risks - 0:2317:0:487 - Anonymity Assessment (Risks: original) Table "default” -Rows: 3 Spec - Columns: 7 Properties Flow Variables |
File Edit Hilite Navigation View Row ID |[§] Attacker |[D]Records atRisk |[D|HighestRisk |[D]Success Rate “E‘ Records at Risk - anonymized I@ Highest Risk - anon... I@ Success Rate -anon...
Table "default” - Rows: 15 Spec -Columns: 5 Properties  Flow Variables Row0 |Prosecutor 1 1 0.998 0,002 0.5 l0.011
T e — Rowl [Journalist |1 1 0.5%8 jo.002 0.5 jp.o11 \
EmatedYearlyInmme Eﬂg — lEQLi e Row2 Marketer ’ ! 0.998 ? [0'011 4 l)
CountryOfBirth 0,002 0.895 - — —
City 0,033 0,592 | .
‘EI;T::':OFBirh, EstimatedyearlyIncome :33;; :333? : For eaCh person In the dataset Welghted avera.ge
oyt Gty .15 [ there is at least (1 / highest risk) risk of individual
City, EstimatedyearlyIncome . o . .
Grindey, CaniryOftir The attribute with people with the same values in risks, avg(1/k)
iy, S carinzane the highest risk of three quasi-identifying columns
identification

© 2023 KNIME AG. All rights reserved. iv(enﬁnleﬁ E
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Exercises — Session 2

Before starting the exercise (skip if you performed these steps for session 1)
Install local instance of PostgreSQL
Download the training workflows from the KNIME Community Hub
Install necessary extensions (open 00.1_Extensions_setup)
Execute workflow 00.2_Setup PostgreSQL_Database
Use the credentials for your local instance of PostgreSQL

v [*7] Session_2_ETL_Processing_l
g 02.1_Data_Anonymization
g 022 Database_update

nnnnnnnnnnnnnnnnn
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Exercise — 02.1 Data Anonymization

This exercise is the third step to build application “ETL on Customers Data”
The solution to the previous exercises is already in the workflow
3 Data Anonymization
Find detailed instructions in the workflow

Extract Transform Joad

Data Access
Europe Customers 3 Data

1 Anonymization
Open the component to find
the instructions

Data Anonymization

oncatenate
>
e

\
P
L] .
Blend the data from Execute up-stream
different sources before configuration
Data Access
US Customers

nnnnnnnnnnnnnnnnn
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Relational Databases



Relational Databases

(CT T T T Y (YT !

Extract i Transform i 1 Load |

1 1 1 :

1 (- 1

Access i P I
Europe : i i
customers i Validate stacr:llo(le;rrgize i i i
data (from | P Update |

1

doud) i Blend Anonymize : i customer i

i b | dataonthe !

Access US ! i | database |
customers ' Validate Clean, Lo I
data (from a : standardize L] i
web service) i P !
e A ;

nnnnnnnnnnnnnnnnn
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Relational Database

Relational Database
Based on the relational model of data
Data are organized into tables — "relations® — of columns and rows
Columns are attributes
Each row (record) contains a value for each attribute
Can be queried and maintained with SQL

Rows

© 2023 KNIME AG. All rights reserved.

Columns
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KNIME Database Extension

Connect to all IDBC-compliant databases
Visually assemble complex SQL statements (no SQL coding needed)
Harness the power of your database within KNIME

Connect to In-Database Processing
Mo SQL programming required.
Database programming tea
SQLite Connector DB Table Selector DB Column Filter DB Row Filter
L E:>m mim E:SE
L ] L ] L L ]
newCensus.sqlite select* from COWis
5313pme not MULL

DB Column Filter
mim

]
rm COwW

DBGroupByf
E::m

L ]
avg age
for menfivomen

DB Joiner

: 2 ._<
= I\

joinon
sex

Export Data

To DB table or KNIME

DB Connection
Table Writer

i

save table
to DB

!)B Reader
LB
s

Impaort table
to KNIME

© 2023 KNIME AG. All rights reserved.
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Connect to a Database



Database Connectors

Dedicated nodes to connect to
specific Databases
Necessary JDBC driver included
Easy to use
Import DB specific behavior/capability

Hive and Impala connector part of
the KNIME Big Data Connectors
extension

General Database Connector
Can connect to any JDBC source

Register new JDBC driver via
File -> Preferences -> KNIME ->
Databases

© 2023 KNIME AG. All rights reserved.

Connectors

Microsoft Access
Connector

o]
H2 Connector

HoE
L]
SQLite Connector

HL ]
[

Postgre SAL
Connector

Google BigQuery
Connector

Offea m

DB Connector

am

Microsoft SQL
Server Connector

L
MySQL Connector

Oracle Connector

o

Snowflake Connector

Big Data Connectors

Create Databricks
Environment

L}
u
{’ |
o
Hive Connector
O

Impala Connector
.

Vertica Connector
|
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Advanced Database Options — Advanced Tab

Dialog - 0:37 - DB Connector - O x

Defi n e K N I M E fram eWOrk Enable OT dlsable InuutTyEi::‘aeﬁi:ngsemn ;:Juq:utTypa Mapping JDE;::::,:S:;I:S Job M’“;z:’;:';:m |

. . . . the reconnection to Cometion : -
properties and interaction with the the database ifthe | ||w )

database connection is invalid | pees osoae e - °

Validation query

Dialect capabilities

Dedicated connectors show only a

CREATE TABLE CONSTRAINT nama

subset of options Advanced SQL dialect | rwaiiee

settings, e.g., disable Ee

Check documentation for more DROP TABLE if no

CREATE “temporary” TABLE syntax

- - CREATE TABLE if not exists” syntax
details on each option e by acei .
1 Identifier delimiter (dosing) B
removed by aCCIdent Identifier delimiter (opening) "
Identifier non-ward character replacement
Replace non-word characters in identifiers O
‘Table reference keyword AS

ORIOEO

JDEC logger
Name Value
i Encble | |
Enable or disable 06 satement cancelton
ame alue
logger for JDBC e L |
Operatlons Node cancellation poling interval | 1000}

Metadata

Name Value
Retrieve in configure | | |
Retrieve in configure timeout [ 3

Name Value

Disable if a database Fetchsine | =
computes metadata slower
or when a network is slow

Support multiple | ]

0K Apply Cancel ©)

Open for Innovation
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https://docs.knime.com/latest/db_extension_guide/index.html#advanced_options

Advanced Database Options — JDBC Parameters

Define custom JDBC driver
connection parameters
constant,
variable,
credential user,
credential password,
KNIME URL (files)

Dialog - 0:3 - H2 Connector — >
File
Qutput Type Mapping Flow Variahles Job Manager Selection Memory Policy
Connection Settings JDEC Parameters Advanced Input Type Mapping
Name Type Value
sl E' true
ssTrustStore knime: fknime .workflow (SSLTrustStore
trustStorePassword E‘ trustStoreCredentialVariable

Add

0K

Remove

Apply Cancel @

© 2023 KNIME AG. All rights reserved.
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Advanced Database Options — Type Mapping

Local Date Time

— LocalDateTime — TIMESTAMP

Zoned Date Time

— ZonedDateTime — TIMESTAMP_WITH_TIMEZ...

Duration

— String — VARCHAR

Dialog - 0:19 - DB Connector (using generic DB) - O *
File
Connection Settinas JDBC Parame: ters
Advanced Input Type Mapping Output Type Mapping Flow Variables Job Manager Selecti
Mapping by Name
Column Mame Regex Source Type Mapping
st ‘ O |]NTEGER |- Integer — Number (integer) | 1 |h
Dialog - 0:19 - DB Connector (using generic DB) - O X
Mapping by File
Database | Connection Settinas JDBC Parame ters Advanced
rl‘m Input Type Mapping Output Type Mapping Flow Variables Job Manager Selection
Mapping by Mame
[SMALLINT Column Name Regex Source Type Mapping 0
INTEGER st ‘ D |Number (integer) |—> Integer — INTEGER Jil ”~
BIGINT
FLOAT
REAL .
DOUBLE Apply custom variable
INUMERIC t es
Mapping by Type yp
KMIME Type Mapping e
String — String — VARCHAR 1
Boolean value — Boolean — BOOLEAN 1
Mumber (integer) — Integer — INTEGER .
Number (long) — Long — BIGINT 1
Number (double) — Double — DOUBLE 1
Local Date — LocalDate — DATE .
Local Time — LocalTime — TIME 1
W
[
]

© 2023 KNIME AG. All rights reserved.

KNIME will do its best to guess
what type mappings are
appropriate based on what it knows
about your database

Specify type mappings manually

By name, for individual fields — or groups of
fields using RegEx

By type
Two separate tabs to govern input
(from a database) and output (from
KNIME) type mappings

DB Type Mapper Node
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Authentication via Kerberos

Dialog - 0:37 - Microsoft SOL Server Connector - m} x
. . File
A network authentication protocol for o
distributed applications
. . . Database Dialect: Microsoft SQL Server “~
Conflgure In Flle > Preferences > KNIME > Kerberos Driver Name: ]'I'DSfchijosoFtSQLServer[ID:_]TDSfch\crosoFtSQLServer] £
Enable / disable Kerberos logging to get more Locaton
information about Kerberos setup ot L i
. . . Database name
Log in in the bottom right part of KNIME workbench [astabase] o
and check the status in Preferences Adtrnticaton
() Nonefnative authentication
In the connector node, select Kerberos as an o
authentication option and provide necessary R
parameters in the JDBC Parameters tab =
Provided for connectors that support it
DB Connector, Microsoft SQL Server, Oracle, ] —— BER ME2-8-- 0o
PostgreSQL, Hive, Impala, Vertica, HDFS, SMB, | KNIME Console i [
Create Spark ConteXt (ley), REST nOdeS, SAP vee Welcome to KNIME Analytics Platform v4.4.2. \4A
= ki Copyrlght by KNIt \E AG, Zurich, SNlt er
Reader (Theobald Software) ‘ xxxxxxxxxxxxxxx PRSI AR - SoRit At R re R T
‘ L9g flle is 1ocated at: C:\Users\Lada. Rudnltckh*a\t:;’:ﬁ-~
Full documentation available e it
M “@ ‘%Re Notlogged in

nnnnnnnnnnnnnnnnn
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https://docs.knime.com/2021-06/analytics_platform_kerberos_user_guide/index.html#introduction

In-Database Processing



Query Nodes

Varl 0 u S m an I p u | atl O n S In-Databases Preprocessing

DB Column

H W E DB DB Column Filter DB Column Rename Rename (Regex) DB Pivot
Filter rows and columns 2., Connection 5 " . .
. = = Hz; E |0 ) m:Fm
Join and concatenate tables v 03 Query _ - - . .
E t t I E% ggipfly-;mner
XtracCt sampiles z uto-Binner _
] ) p ng DE Column Filter DB Row Filter DB GroupBy
Bin numeric columns =2 DB Column Rename mitm " .—X
2 DB Column Rename (Regex) oiner artitionin oncatenate
Sort £ DB Concatenate ) ) D:il:l T 'fu l—n DBCI =: t
E} DB G B uto-Binner : . i .l
Aggregate 21 DBJoriDnL:: ’ ” A.ﬂ:;' = - o ° - o
. 5 - H
erte your own query _EH DB Mumeric-Binner .'

=70 DE Partitioning
. . . . . =F ivo
Configuration is similar to iz secue oo s otuicsn 03w
. . =3 ow Filter m:gm m = mite
KNIME Manipulation nodes i os rwamins . . .

ElT DB Sorter

(In mOSt CaseS) E) DB Table Selector

|£| Read/Write DB Query DB Apply-Binner
. » .
No SQL coding 5] Vpcton mite THia
L L

The nodes construct and

output a SQL query

© 2023 KNIME AG. All rights reserved. KN I M E



Write/Load Data into a Database



Database Writing Nodes

Create table directly in the datab
Insert/append data

Update values in table

Delete rows from table

© 2023 KNIME AG. All rights reserved.

DB Connection
DB Table Selector Table Writer
E:>E '
] [ ]
Create a table
as SELECT ..
Table Read:r_ADB Writer DB Insert
SQLite Connector External data Insert rows into a new Insert data rows
or an existing table into an existing table
IL
] Table Read:r_L)B Update \DB Merge
External data pdate the Update the matchlng TOWs,

matching rows insert the new rows

Table Reader DB Delete
T -
...ﬂ

] ]

External data Delete the

matching rows
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DB Insert Node

Inserts data rows into an existing

database table
Column names need to match exactly File

Dialog - 0:2318:0:495 - DB Insert (Insert new customers) — | =

Qutput Type Mapping Flow Variables Job Manager Selection Memory Policy

Table to insert

Schema: Table: |customers - Select a table

Batch Size: 1,000 5 Fail onerror [ ] Append insert status columns [] Disable DE Data output port

Table Reader Table Manipulator

Select the columns to insert (SET in SQL)

1
. @® Manual Selection () Wildcard/Regex Selection () Type Selecti
B oo H Increase batch size for T e ) TeRsmee e e e e
better performance

o ® Y FAiter

Customerkey ~
Name

Age

Birthday
CountryQfEirth

Email

City

Country

Gender
EstimatedYearlyIncome

DB Connector \_DB Insert »

<«

an
[
|
|
~
® [0 ]w]nn]mnnnn

() Enforce exdusion Enforce indusion

QK Apply Cancel @l

© 2023 KNIME AG. All rights reserved. ip(enﬁnlaﬁ E



DB Writer Node

If the table exists

Inserts data rows into a database table
Column names need to match exactly

File

Dialog - 0:199 - DB Writer (save models)

Settings  Qutput Type Mapping  Flow Varisbles  Job Manager Selection  Memory Policy

Or overwrites the existing table o
If the table doesn’t exist |

Creates it according to the input table spec

To control new table’s properties, use DB
Table Creator and DB Insert nodes instead

Select the columns to write {SET in SQL)

Fail on error

- Table: |model

Append write status columns

(®) Manual Selection () Wildeard/Regex Selection (O) Type Selection

(®) Enforce exdusion

[[] Disable DB Data output port ] Remave existing table

Exdude Indude
T FAter T Ater
No columns in this dsf > [17) Date&Time
85
»
<
«

- Select a table

Enable to
overwrite the
existing table

() Enforce inclusion

oK Apply

Cancel @l

File Reader
[3 »
L ]
DB Writer
SQLite Connector —'
» P o
=L B "
L ]

© 2023 KNIME AG. All rights reserved.




DB Loader Node

Inserts data rows into an existing
database table

Options  Advanced Flow Variables Job Manager Selection

Uses fast bulk loading for large amounts of data | |-

Dialeg - 0:23 - DB Loader - m} X

Column names and order need to match exactly | ™ ** -
. Table: table J Select a table
Doesn’t check the column type compatibility or gt o
th e Val u eS itse If Write to Local File System
Can Iead to a’ CO rru pt d ata tab I e ::'I::ronﬁnns Create missing folders o J
Supported by the limited number of databases - Dialog - 023 - DB Loader - BX
Loader mode File
(® Memory stream
Load the data by streaming from memory. Options  Advanced  Flow Variables Job Manager Selection
Table Reader L e Column separator:
Load the file from the database server/machine.
Missing value pattern:
o?-' Quote:
(&) DB Loader Quote replacement:
N Line ending: SYST ~
/_' Character set: UTF-3 ~
PostgreSQL -
Connector
oK Apply Cancel @'
»
HL
2]

Open for Innovation
© 2023 KNIME AG. All rights reserved.




DB Update Node

- - - Dialog - 0:202 - DB Update (update the - O X
Updates the records in the existing
Settings  Output Type Mapping Flow Variables Job Manager Selection  Memory Policy
database table that match the update
. . Schema: g Table: |ss13pme J Sclect a table
criteria
Batch Size: 1,002 Fail an error Append update status columns [ ] Disable DB Data output port
COI U m n nam eS need tO matCh exaCﬂ Select the columns to update (SET in SQL)
y
(®) Manual Selection () Wildcard/Regex Selection () Type Selection
Exdude Indude
Y Fiter Y Fiter
D seriaing ~ > S| cow
B
| | sporder
1] st »
File Reader Normalizer 1z . Columns to update
Bi N M :_ } gtwpﬂﬁ «
| 1] citwp12 v
™ ™ () Enforce exdusion (®) Enforce indlusion
Select identification columns (WHERE in SQL)
(@) Manual Selection () Wildcard/Regex Selection {7 Type Selection
SQLite Connector DB Update Fclude Include
Y rter Y rter
E L ._ e :' % ;;Wder ~ > D | serialno
. . + :;j\nc »
il < o
(1] atwpos Columns that identify
[Hadr o | B the records to update
(O Enforce exdusion (®) Enforce inclusion | ‘
oK Apply Cancel @

Open for Innovation
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DB Merge Node

Dialog - 0:36 - DB Merge - m] X
File

U p d ates th e reCO rd S i n th e eXi Sti n g Settings  Qutput Type Mapping Flow Variables Job Manager Selection  Memory Palicy
database table that match the update

Schema:  |public s | Table: |customers = Select a table

C r I te rl a Batch Size: 1,000 = Fail on errar Append merge status columns ] Disable DB Data output port

I Select the columns to merge (SET in SQL)

Inserts new records if there are no el il s

matching rows 1= |
Column names need to match exactly »
< Columns to update
<«
() Enforce exdusion (®) Enforce inclusion

Table Reader

i Select identification columns (WHERE in SQL)

E (®) Manual Selection () Wildcard/Regex Selection () Type Selection
& d Exclude r Indude
s
Y rAiter Y riter

\DB Merge I Age > S| MName ‘
»
PostgreSQL /‘ l < Columns that identify

Connector o « the records to update
|
E [ .—/ (O Enforce exdusion (®) Enforce indusion |
- oK Apply Cancel @

Open for Innovation
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DB Connection Table Writer Node

Creates a new database table based on the input SQL query

DB Connection
SQLite Connector DB Table Selector DB GroupBy Table Writer
=L = H:>H m:r I——'
2 2 2 2

Create table
as SELECT ...

© 2023 KNIME AG. All rights reserved.
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DB Delete Node

Deletes the records that match the
values of the selected columns in
the eX| Stlng d atabase table Settings Qutput Type Mapping Flow Variables Job Manager Selection  Memory Palicy

Dialog - (:203 - DB Delete - O

Table to delete
COIUmn names need tO matCh eXaCtIy Schema: - Table: d Select a table
Batch Size: 1,000 -5 Fail on error Append delete status columns ] Disable DB Data output port
Select identification columns (WHERE in SQL)
(® Manual Selection (C) Wildcard/Regex Selection () Type Selection
r Excude - Indude
Y Aiter Y Aiter
o colam his fist YT Date&Time
File Reader Row Filter 85| ML
=+l 2
) .
< . .
® ® Columns that identify
« the records to delete
S5QLite Connector DB Delete () Enforce exdusion (®) Enforce indusion
E . ._ I - _l
® ® oK Apply Cancel @.

© 2023 KNIME AG. All rights reserved. KN I M E



Utility

Create new table
Drop table

missing table handling
cascade option

Execute any SQL statement e.g. DDL
Manipulate existing queries

© 2023 KNIME AG. All rights reserved.

DB Table Creator DB Table Remover
> >
=
._i+ n mzl m
e ®
create new missing table handling
database table and cascade option
DB SGL Executor
-~ H:s H
]
execute DDL
statements
String Manipulation
DB Query Extractor {Variable) DB Query Injector
.- B
mil o ofe  m
] ] ®
extract query manipulate execute
query manipulated
query
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DB Connection

The DB Session lifecycle is managed by the Connector nodes
Executing a Connector node will create a DB Session

Resetting the node or closing the workflow will destroy the corresponding DB
Session

DB Connection Closer
Closes the input database connection
Always use at the end of the DB processing
Free up DB resources as soon as possible

No need to wait till the end of the workflow to close the DB connection if it’s
used in the beginning of the workflow only

On the Business Hub it might take some time to really close a workflow

DB Connection Extractor
Extracts the output database connection from the input database data connection

Use when a node that requires a DB Session input port executes after a node
that outputs a DB Data port

E.g., when modeling the database transactions

© 2023 KNIME AG. All rights reserved.

DB Connection
Closer

DB Connection
Extractor
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Transaction Support

DB Transaction Start/End

Group several database data
manipulation operations into a
single unit of work — transaction

The transaction either completes
entirely or not at all

If successful, the transaction
ends with a commit that makes
all changes visible to other
users

If not, the transaction ends

with a rollback returning the
database to the state at the
beginning of the transaction

Uses the default isolation level of
the connected database

© 2023 KNIME AG. All rights reserved.

All DB commands between the DB Transaction Start and DB Transaction End nodes will be executed within the same database transaction. So
either all succeed or none

Generate DB Connection DB Connection
Example Data DB Insert Extractor DB Insert Extractor
[ (] (] [ X}
DB Transaction dFa ‘:S dtu ektu
H2 Connector DB Table Creator Start uplicate ey DB Transaction End
L | L
e ot
18 L] L] [ ]
Execute DDL nodes Qutput ports
outside the transaction 1: DB Connection (always active)

2 Flow Variable (active on success)

since in most databases
3: Folw Variable (active on failure)

they cause a commit!

Workflow is available on the KNIME Community Hub:
https://kni.me/w/kWP10haY4DXK444n
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https://en.wikipedia.org/wiki/Isolation_(database_systems)
https://kni.me/w/kWP1OhaY4DXK444n

Exercise — 02.2 Database update

This exercise is the fourth step to build application “ETL on Customers Data”
The solution to the previous exercises is already in the workflow
4 Update the database

Use the credentials for your local instance of PostgreSQL
Find detailed instructions in the workflow

Extract Transform Jtoad
Data Access 4 Update the
Europe Customers database
1. Provide the database
P username and password.
2. Open the companent to
find the next instructions.
Concatenate Data Anonymization Database Update
—»
. L} .
Blend the data from Execute up-stream
different sources before configuration
Data Access
US Customers
—— o
.

© 2023 KNIME AG. All rights reserved.
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NoSQL Databases



NoSQL Databases

Non-SQL or non-relational database design
Store and retrieve data other than in tabular form

Different data models (structures)
key-value, document, column, graph, object, multimodel, etc.

Used in big data and real-time web applications
Flexible data model (No ETL, no need to design schema first)
Quick insights

Example: key-value NoSQL database
Keys identify data records uniquely
Each record can have different fields of different types
Queries are expressed in terms of keys
Memory efficient — gaps aren’t stored

Key Value

© 2023 KNIME AG. All rights reserved.
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NoSQL Databases in KNIME Analytics Platform

Supported NoSQL databases:
MongoDB (document)
DynamoDB (key-value, document)
Neo4j (graph)
OrientDB (multi-model: graph, document, key/value, and object models)

v § MongoDB v B Amazon DynamoDB v [ Neodj
@ MongoDB Aggregation §& Amazon DynamoDB Batch Delete ML Neodj Connection
L. MongoDB Connector .:3' Arnazon DynamoDB Batch Get N:_J Meodj Reader
# MongoDB Reader *5. Amazon DynamoDB Batch Put P"E_J Meod] Writer
# MongoDB Remove B4+ Amazon DynamoDB Create Table v OrientDB
. MongoDB Run Command B: Amazon DynamoDB Delete Table CrientDB Command
¥ MongoDB Save B! Amazon DynamoDB Describe Table OrientDE Connection
# MongoDB Update E= Amazon DynamoDB List Tables OrientDB Execute
~# MongaDB Writer -8 Amazon DynamoDB Put ltem OrientDB Function
.: Amazon DynamoDB Query OrientDB Cuery

B Amazon DynamoDB Scan
B Amazon DynamoDB Update ltem

© 2023 KNIME AG. All rights reserved.



MongoDB in KNIME Analytics Platform

Dedicated nodes in KNIME
MongoDB Integration
Connect
Read all JSON data
Query specific entries
Write new dataset to MongoDB
Update, insert, remove specific entries

Execute database management controls in
MongoDB from within KNIME

Querying
Selecting the database and collection
Specify query, projection, & sorting
Aggregate within MongoDB

Provide host, port,
& authentication if
needed

© 2023 KNIME AG. All rights reserved.

MongoDB Reader
. L2 4
/ S
/ o
MongoDB Aggregation // Read all data
" &> /

/ MongoDB Reader

JSON to Table

e pE >

Turn JSON result
into Table

Read the whole

JSON Reader .
/ —0 > ” t
4> / v collection or query
- specific entries
e MongoDB Writer Movies from the genre
Read in movie — “Comedy”, sort accending
dataset (JSON) by the year
MongoDB Connector / z \\\ MongoDB Reader JSON Transformer MongoDB Save
= P/ / Writing the movie G e—
‘ .- . dataset to -.':..‘ P > O > -
- MongoDB - - -
Connect to MongoDB Mowvies from 1900 Set year to 1901 / Save modified
\_ and 2005 with for al | documens
\\‘Sin condition J
- —
—o _
Table Creator String to JSON String to JSON \MongoDB Update Update S ngle or

}:Eq e L

Y YL
R

multiple entries

® or create new

Create JSON String -> Query String -> Projection Update the year of all docu ments
Query/Projection documents specified
| by the search query
Table Creator String to JSON \ MongoDB Remove
B ro <1
o k3 Bl
Create JSON Query Strng -> Query Removing a mowie

according to its  title
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Best Practices: ETL, Databases



Efficiency



Efficient Usage of Databases

Database Connect

Make sure to use the new Database framework  oscomector (legacy)

instead of the legacy version s =
“DB nodes” are new
“‘Database nodes” are legacy

Avoid using the DB connection node multiple

. . . DB Table Selector Row Fi GroupBy

times if connecting to the same database A e A Y ¥
Unless you need to open up parallel connections to speed ’ s e y .
up execution of parallel branches o KNME

Push processing to database server when Do ileseecor | OBRowrmer  DBGrowdy | DB Resder

possible — don’t do it locally 3 _TT-—

Always use the DB Connection Closer node at sogegie e

the end of your DB processing

nnnnnnnnnnnnnnnnn

© 2023 KNIME AG. All rights reserved. KN I M E




Error Handling



Recap: Transaction Support

DB Transaction Start/End

Group several database data
manipulation operations into a
single unit of work — transaction

All DB commands between the DB Transaction Start and DB Transaction End nodes will be executed within the same database transaction. So

The transaction either completes
entirely or not at all
If successful, the transaction S, Dosert " ommecton L Do Commeeon
ends with a commit that makes A g
all changes visible to other o\ f ) T e ’L -
users “n ;;.m “i - E
If not, the transaction ends T oo ) ouputpors (,
with a rollback returning the e cavse s commt 5 oot e aniatres”

database to the state at the
beginning of the transaction

Uses the default isolation level of

the connected database

Workflow is available on the KNIME Community Hub:
https://kni.me/w/kWP10haY4DXK444n

nnnnnnnnnnnnnnnnn
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Session 2: Summary

Now you should be able to:
Apply various data anonymization techniques

Recognize advanced KNIME Database extension
functionality

Query and update a database records

Build the application that anonymizes the new
customer data and uploads it to the database

© 2023 KNIME AG. All rights reserved.
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Session 3: ELT, Big Data, Hadoop,
Spark



Session 3: Learning Outcomes

At the end of this session, you will be able to:

Integrate Hadoop applications, such as Hive, HDFS,
and Spark into KNIME Analytics Platform

Process relatively large data on a database server
and on Spark

Train and apply a machine learning model on Spark
Impute missing values on Spark

Build the application that aggregates website usage
data, personal data, and contract data into a
customer statistics table

© 2023 KNIME AG. All rights reserved.
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Today‘s example: ELT on Usage
data



Session 3: ELT on Usage Data

5 3
Extract i Load i i Transform (on database and on Spark) i
I 1 1 1
Access | Loadto : : :
website i thebig | | AL |
usage i data 1o o_Iatabe;ste, :
data | platform i | IR Impute Aggregate |

i Lo Spark Blend bu goreg ' Export
! P missing customer !

"""""" T on values on statistics | @I

' I Clean, Spark Spark Spark | Spark
Anonymized | standardize, £ Sl |
customer data and i aggregate |
contracts data on i on database, i
the database | import to i
| Spark !

nnnnnnnnnnnnnnnnn
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Today’s Example: ELT on Usage Data

Extract Load Transform
Getthe raw usage data from external or rite raw data to the big data platform

internal sources, e.g., your platform API Create Local Big

Data Environment

= Access & Missing Value
Transformation Imputation Saving
Table Reader DB Table Creator DB Loader =
B w it -———" l/ g
- - - =) =] =]
Usage Create the load the

usage table demo table

Open for Innovation
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Data Set

Usage

|I| Custom. .. “E‘ SessionID @ biz) @ Property @ Start E, End @ Duration @ MrClicks @ NrPage... @ AvgScr... @ MNrSear... @ Search... @ AvgPag... @ AvgRe... @ NrCras. .. @ Mrlikes @ MrDislikes @ MNrShares @ SessionSatisfactionScore
11001 |SID[!DDDDUD 192.0.2.1 ? 2016-08-17T17:44... |2016-08-17T17:50... (6 188 & 19 9 9 594 594 4 9 4 2 1.0
11001 |SID[][]U[][][]1 192.0.2.1 ? 2016-03-18T23:36... |2016-08-18T23:53... (17 503 16 50 25 25 1,527 1,527 10 25 10 g 3.0
11001 |SID0000002 192.0.2.1 ? 2016-10-02720:48... |2016-10-02T21:07... |19 465 15 47 23 23 1,419 1,419 el 23 9 5 3.0
11001 |SID[][JU[J[J[]3 192.0.2.1 ? 2016-11-28T21:12... |2016-11-28T21:28... |16 658 20 66 33 33 1,985 1,985 13 33 13 7 4.0
11001 |SID0000004 192.0.2.1 ? 2017-03-15T09:12... |2017-03-15T09:32... |20 987 30 99 49 49 12,963 2,963 20 49 20 10 5.0
11001 |SID[][]D[][][]5 192.0.2.1 ? 2017-05-16T06:48... (2017-05-16T06:53... |5 526 25 83 41 41 12,483 2,483 17 41 17 ] 5.0
11001 |SIDUDUDDUG 192.0.2.1 ? 2017-07-12T23:44... |2017-07-13T00:00... |15 1373 12 37 19 19 1,142 1,142 7 19 7 4 7
11001 |SID000000? 192.0.2.1 ? 2017-09-23T17:52... |2017-09-23T18:10... |18 567 17 57 28 28 1,718 1,718 11 28 11 & 3.0
Contracts
[1] Customerkey |[S]ContractiD  |[S] Products [D] value ] Date
11005 C000003 Private Investment [B60.395 2015-01-15
11013 C000006 Private Investment |1,180.5312 2016-03-23
11022 C000003 Fund Manager+  |690.215 20156-11-11
11023 000009 Private Investment [912.719 2016-10-03
11029 Co00011 Private Investment |1,747.002 2015-08-01
11030 Cooooiz Private Investment [193.873 2016-01-04
Statistics
II‘ Custom... IE TotalActivity IE AverageDuration @ LastActivity VisitFrequency IE Averag ionSatisfactionScore IE TotalContractvalue MNumberOfContracts II‘ DaysSincelastActivity
23300 33 18.5 2017-10-16T11:28... (2 3.5 2,456,139 2 532
23307 255 11.087 2013-06-04T18:59... (23 3.13 1,001.355 1 301
23310 283 10.885 2017-05-26T14:32.., (26 3,346 1,501,292 1 675
23316 178 13.692 2017-01-26T18:52... (13 2,923 2,608,339 2 795
23337 275 9,483 2017-09-24T10:42... (29 2,897 1,208.75 1 554
23345 325 12.037 2013-03-26T12:41... (27 2,593 1,163,283 1 371
23346 146 10.425 2013-07-01T10:51... |14 3 251,948 1 274

© 2023 KNIME AG. All rights reserved.

The dataset is generated randomly. Any reference to
living persons or real events is purely coincidental

Open for Innovation

KNIME




A Quick Intro to Hadoop



Apache Hadoop

Open-source framework for distributed storage and processing of large data
sets

Designed to scale up to thousands of machines

Does not rely on hardware to provide high availability
Handles failures at application layer instead

Spawned diverse ecosystem of products

© 2023 KNIME AG. All rights reserved.
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Hadoop Ecosystem

Access

Processing

Resource
Management

Storage

© 2023 KNIME AG. All rights reserved.

MapReduce

HIVE
Tez Spark
YARN

HDFS
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HDFS

Hadoop distributed file system

HIVE
. . . MapReduce Tez S k
Stores large files across multiple machines E—
Blocks of a file are replicated for fault tolerance Hors
Aims: improve data reliability, availability, and network bandwidth utilization
File File (large!)
\ 4
C A A e
\ 1N\
-~

DataNodes
i]

© 2023 KNIME AG. All rights reserved.
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Hive

SQL-like database on top of files in HDFS
Provides data summarization, query, and analysis

Interprets a set of files as a database table (schema information to be
provided)

Translates SQL queries to MapReduce, Tez, or Spark jobs

Supports various file formats:
Text/CSV
SequenceFile
Avro
ORC

HIVE
Parquet

MapReduce Tez Spark
YARN
HDFES

nnnnnnnnnnnnnnnnn
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Spark

Cluster computing framework for large-scale data processing

Keeps large working datasets in memory between jobs

No need to always load data from disk -> much (!) faster than MapReduce
Programmatic interface

Scala, Java, Python, R

Functional programming paradigm: map, flatmap, filter, reduce, fold, ...
Great for:

Iterative algorithms
Interactive analysis

HIVE

MapReduce Tez Spark
YARN
HDFS

© 2023 KNIME AG. All rights reserved.
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Spark DataFrame

. Name Surname Age
Table-like o doe 55
Collection of rows, organized in columns with names and types Jane Roe 29
Immutable
Data manipulation = creating new DataFrame from an existing one by applying a function on it
Distributed

Each row belongs to exactly one partition
Each partition is held by a Spark Executor

Lazily evaluated
Functions are not executed until an action that requests to see the data is triggered

Triggers
evaluation
Spark Decision
Tree Learner
P > Spark Predictor
Hiveto Spark  Spark Missing Value  Spark Column Filter  Spark Sorter  Spark Partitioning B (Classification) Spark Scorer
—m [ S— -/ o S— >
__;4;-—-'_43. '**——IQHI—IJGI—I%. FIB,'
] ] ] L ] ® L ] ®

nnnnnnnnnnnnnnnnn
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Spark Context

Spark Context
Main entry point for Spark functionality
Represents connection to a Spark cluster
Allocates resources on the cluster

Open for Innovation . Spark
KNIME - LIVY
/

Spark Driver

Spark Context

Spark
Executor

nnnnnnnnnnnnnnnnn
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Big Data Architecture with KNIME

Scheduled execution
= H I r
and RESTful workflow == Op Cluste
submission — Bl
KNIME S b t | | cloudera g} E s
: uomit Impala IMPALA ) e
KNIME Business Hub querios e
with Big Data Extensions ] via JDBC
Workflow
Upload via \\- )
HTTP(S ="
. © Submit Hive Ve =
Build Spark queries E —m
workflows o e via JDBC
graphically KNIME
E : :':II[TE
I E: :,‘u I
KNIME Analytics Platform Interact with LIVY =
with Big Data Extensions Spark ==
via HTTP(S)

nnnnnnnnnnnnnnnnn
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Big Data Connectors, 10 & In-
Database Processing on Hadoop



IO & In-Database Processing on Hadoop

1
Extract i Load
1
Access | Loadto
website i the big
usage | data
data ' platform
1
1
D e
Anonymized

customer data and
contracts data on
the database

© 2023 KNIME AG. All rights reserved.

Transform (on database and on Spark)

Clean on
database,
import to
Spark Blend
on
Clean, Spark
standardize,
aggregate
on database,
import to
Spark

Impute Aggregate
missing customer
values on statistics
Spark on Spark

Export
from
Spark
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KNIME Big Data Connectors

Package required drivers/libraries

Preconfigured connectors
HDFS, Hive, Impala, Vertica

Cloud: Amazon S3, Google BigQuery, Databricks, Amazon
Athena, etc.

Standard ports
Database and file system connectivity

Process data on Hadoop with regular KNIME Database
extension nodes

Browse files and folders on distributed file systems with
regular file handling framework

© 2023 KNIME AG. All rights reserved.

HDFS Connector
B
w— B
&

HDFS Connector
(KNOX)

0
w— B

Create Databricks
Environment

&on

Hive Connector
EH m

Impala Connector
2w

Create Local Big
Data Environment

[ |
“
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Hive Connector

Creates JDBC connection to Hive ~ o X

File

On unsecured clusters no password
Connection Settings IDBC Parameters Advanced
re q u i re d Configuration

Database Dialect: | Hive w
Driver Mame: Apache Hive JDBC Driver [ID: hive] ~
Location
Hostname Port

w || 10,000/%

Database name
v = DB >

v g+ Connector Authentication

E R Amazon Redshift Connector

DB Connector .
L2 Connector Hive Connector —
Hive Connector
Impala Connector E H B (0 Username & password
Microsoft Access Connector
Microsoft SOL Server Connector O Kerberos
MySCL Connector e
Oracle Connector

Credentials

Pk g

o=

PostgreSOL Connector
50Lite Connector

VAFALY gy VAV nuw guy AT LN

-

oK Apply Cancel @
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Create Local Big Data Environment Node

Creates a fully functional big data e
environment on your local machine with | o [ | e o it P
ApaChe Hive Context name: knimeSparkContext

HDF S Number of threads: 255

ApaC h e S park On dispose: () Destroy Spark context

Try out Big Data nodes without Hadoop i .
S0L support: Spark SQL only
ClUSter | () HiveQL

(®) HiveQL and provide JDBC connection

(®) Delete Spark DataFrames
() Do nothing

Build and test workflows locally on

Working directory: () Manual:

sample data |

(®) Home directory of the current user
(O Current workflow data area

Create Local Big
Data Environment

{" I OK Apply Cancel @l
|
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Recap: Query Nodes

Various manipulations

In-Databases Preprocessing

DB Column

H W E DB DB Column Filter DB Column Rename Rename (Regex) DB Pivot
Fllf[er rows and columns Zer Connection .iiw wiile e .
Join and concatenate tables v [ Quey _ - - - .

:Eﬂ DB Apply-Binner
EXtraCt Sam ples Eﬁ DE Auto-Binner DB Row Filter DB GroupBy

=7 DB Column Filter

Bin numeric columns E2 DB Column Rename miim .
2 DB Column Rename (Regex) ° ® DB Joiner DB Partitioning DB Concatenate
Sort - R

£ DE Concatenate o = .
- - [ il =
=¥ DB GroupBy DB Auto-Binner u B o g u.-

Aggregate =4} DB loiner gy B ® ® o
W t EEH DB Mumeric-Binner =il a
rite your own query o b 5
. . . . . =[F DB Pivot
Conﬂgura'non IS S|m|| ar to 22 DB Query DB Row Sampling DB Numeric-Binner DB Sorter
. . 52} DB Row Filter T O T
KNIME Manipulation nodes & osrowsemping . . .
. ElT orter
(In mOSt CaseS) E) g: '?'a:le Selector
. LEI Readﬂ.ﬂﬂ_'ite DB Query DB Apply-Binner
No SQL coding o Fansacten CE R

The nodes construct and
output a SQL query
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Loading Data into Hive/lmpala

Connectors are from KNIME Big Data Connectors Extension
Use DB Table Creator and DB Loader from regular DB framework

Hive Connector

EH
Create Databricks Create Local Big
Environment Data Environment Impala Connector ]
u a
[ ] | N ]
- = . E

(] » ®
File Reader Eable Creator DB Loader
|

Other possible nodes E, 3+ I'

] L] L ]

Create Local Big HDFS Connector Databricks File

Data Envi t KNOX System Connector

ata Envirenmen ( ) vs HDFS Connector
u
. - S 3
|
. . ® b

[ ]

© 2023 KNIME AG. All rights reserved.
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Recap: DB Loader Node

Inserts data rows into an existing
database table
Uses fast bulk loading for large amounts of data
Column names and order need to match exactly

Doesn’t check the column type compatibility or
the values itself

Can lead to a corrupt data table

Dialeg - 0:23 - DB Loader - m} X
File
HDFS Connector Options  Flow Variables  Job Manager Selection
Target table
IID Schema: |public d
o Table: table g Select a table
Target folder
Table Creator DB Loader
Write to local ~
a2 ¥! - B
/— Write options [_] Create missing folders
@ =]
Hive Connec:o—r/
ZH
oK Apply Cancel @l
©

© 2023 KNIME AG. All rights reserved.
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Hive Partitioning

Sales

|

Jan2017

date 2 01-01-2017
date < 01-31-2017

Europe

Asia

Feb2017

date 2 02-01-2017
date < 02-29-2017

Europe

re

region

USA

Asia

Mar2017

date = 03-01-2017
date < 03-31-2017

Europe

re

USA

region = USA

© 2023 KNIME AG. All rights reserved.

region

Asia

Parent Table

Range Partition
by date

List Sub-partition
by region

re

region = USA

region

USA

region = USA
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Partitioning

About partition columns:
Optional (!) performance optimization

Use columns that are often used in
WHERE clauses

Use only categorical columns with
suitable value range, i.e. not too few
distinct values (e.g. 2) and not too
many distinct values (e.g. 10 million)

Partition columns should not contain
missing values

© 2023 KNIME AG. All rights reserved.

Dialeg - 3:206 DB Table Creator (¢ reate ss13pme table)

File

Table Creator Settings  Flow Variables  Job Manager Selection  Memary Policy

Settings Columns Keys Additional Options  Jynamic Type Settings Dynamic Keys Settings

SQL Statement

1 |PARTITIONED BY ([ ssrs” int])

Partition column

Clear

0K

Apply
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Columnar File Formats

Improve performance when reading, writing, and processing data in HDFS

Benefits:
Efficient compression: Stored as columns and compressed, which leads to smaller disk reads.

Fast reads: Data is split into multiple files. Files include a built-in index, min/max values, and other
aggregates. In addition, predicate pushdown pushes filters into reads so that minimal rows are read.

Proven in large-scale deployments: Facebook uses the ORC file format for a 300+ PB deployment.
Available in KNIME Analytics Platform: ORC and Parquet

Table Reader

E-|~

s

Parquet Writer

® ORC Writer o
Read new samples l
Databricks File Alternative
System Connector )

Append new samples
to existing data

nnnnnnnnnnnnnnnnn
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Example: Columnar File Formats

ID Gender Age
1 female 45
male 20
ID Gender Age
. . 3334 female 45
3333 male 42
: : 2 male 20
Metainformation . .
ID: min =1 ; max = 3333 ’
J ID Gender Age
Gender: female; male 6666 male 42 6667 male 459
Age: min = 20; max = 45 Metainformation |
ID: min = 3334 ; max = 6666 2 T1E)E 87
Gender: female; male : :
Age: min = 5; max = 24 10000 male 65

Metainformation

ID: min = 6667 ; max = 10000
Gender: male

Age: min = 45; max = 87

Open for Innovation
© 2023 KNIME AG. All rights reserved.
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Example: Columnar File Formats

ID Gender Age
1 female 45
male 20
: : ID Gender Age
3333 male 42 3334

Metainformation
ID: min =1 ; max = 3333 :
Gender: female; male 6666

Age: min = 20; max = 45
Metainformation

ID: min = 3334 ; max = 6666
Gender: female; male
Age: min = 5; max = 24

Metainformation

ID: min = 6667 ; max = 10000
Gender: male

Age: min = 45; max = 87

Select ID from table where
Age > 30 and Gender = female

© 2023 KNIME AG. All rights reserved.

nnnnnnnnnnnnnnnnn



KNIME Extension
for Apache Spark



Apache Spark

Runs on Hadoop

Supported Spark Versions s
1.2,1.3,1.5,1.6,2.x, 3.1, 3.2 pQ
One KNIME extension for all Spark versions

Nodes for 10, data transformation, statistics, mining + scripting nodes

Scalable machine learning library (Spark MLIlib and spark.ml)
Algorithms for

Classification (decision tree, naive Bayes, logistic regression, ...)
Regression (linear regression, ...)

Clustering (k-means)

Collaborative filtering (ALS)

Dimensionality reduction (SVD, PCA)

Item sets / Association rules

© 2023 KNIME AG. All rights reserved.
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Spark Context: Creating

Three nodes to create a Spark context:

Create Local Big Data Environment
Runs Spark locally on your machine (no cluster required)
Good for workflow prototyping

Create Spark Context (Livy)
Requires a cluster that provides the Livy service
e.g. Amazon EMR, Azure HDInsight
Good for production use

Create Databricks Environment
Runs Spark on a remote Databricks cluster
Good for large-scale production use

© 2023 KNIME AG. All rights reserved.

Create Local Big
Data Environment

|
e
o Spark Context
port

Create Spark
Context (Livy)

[ |

Create Databricks
Environment

- ]
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Spark Context: Using, Destroying

Spark Context port is required by all Spark
nodes S B

File
D e Stroyl n g a S p ark C O n teXt | Settings Time Advanced Flow Variables Job Manager Selection
| Spark context
destroys all Spark DataFrames within the context Contextrame: inmesparkContext
frees up the resources Spark Context allocated on the D —
CI u Ste r On dispose: () Destroy Spark context
(®) Delete Spark DataFrames
() Do nothing
Create Local Big Destroy Spark SQL support; O S_F'a'k e
Data Environment Context &
(®) HiveQL and provide JDBC connection
] |
{'l B o ‘ﬁ File System settings
Working directory:  (C) Manual: |
L L ftmp Browse. ..
(®) Home directory of the current user
Work with context () Current workflow data area
H
L oK Apply Cancel @I

nnnnnnnnnnnnnnnnn
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Import Data to Spark



Import Data to Spark

v 3 Tools & Services
v 41 Apache Spark
v 10
v = Database
27 DB to Spark
=7 Database to Spark (legacy)

rr

Hive to Spark

'3

<7 Hiveto Spark (legacy)

L

41 Impala to Spark

Impala to Spark (legacy)
41 Sparkto DB

¢ Spark te Database (legacy)
<7 Spark to Hive

<7 Spark te Hive (legacy)

rr i T The T 1

I

41 Spark te Impala

I

'l !

41 Spark to Impala (legacy)
d
M Awro to Spark
B CsV to Spark
@ JSON to Spark
@, ORCto Spark
% Parquet to Spark
@ Table to Spark
=, Text to Spark
v -B Write
M Spark to Avro
B Spark to C5V
Spark te JSON
Spark te ORC
Spark to Parquet
Spark to Table
Spark to Text
£ Persist Spark DataFrame/RDD
{5 Unpersist Spark DataFrame/RDD

£
CJ

-

4

oL

it—m ﬁ =

3 KNIME AG. All rights reserved.

From KNIME

From CSV file In

HDFS

From Hive

From other sources

From Database

Table to Spark
KNIME data table >

Spark Context o

L
import a KNIME table
to a Spark RDD
. . CSV to Spark
Remote file Connection -
Spark Context o .
]

create a Spark RDD
from a CSV file

Hive to Spark
Hive query -
Spark Context .
]

convert a Hive query
into a Spark RDD

Spark DataFrame Java

Snippet (Source)
Spark Context " Hm

DB to Spark
Database query =
Spark Context i
L ]

read database query
into Spark RDD

163

Open for Innovation
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Spark DataFrame Ports

Spark DataFrame port points to a DataFrame Create Local Big

Data Environment CSV to Spark
in Spark cluster m =
p e ..—_ - = ﬁ- |

Data stays within Spark o °

Output port provides data preview and column information Spark

. . e DataFrame port
Reminder: Lazy Evaluation

Cache no. of rows: 100 =
A green node status does not always mean that T T T =N D N

- Row0 2009000000118 |P 1 1000 9 123 ~
computation has been performed! TR (S —
" Row2 2009000000227 |P 1 1000 9 123
Row3 2009000000425 |P 1 1900 -9 123
Row4 2009000001035 |P 1 500 9 123
Row5 2009000001051 |P 1 1900 -9 123
Rowé 2009000001084 |P 1 1000 9 123
Row7 2009000001296 P 1 1200 9 123
Rows 2009000001381 |P 1 500 9 123
Rowg 2009000001425 P 1 1700 9 123
Row10 2009000001449 |P 1 1900 9 123
Row1l 2009000002004 P 1 800 9 123
Row12 2009000002265 |P 1 1200 i 123
Row13 2009000002739 P 1 1200 9 123
Row14 2009000003028 |P 1 1800 i 123
Row15 2009000003193 P 1 1900 9 123
Row1s 2009000003279 |P 1 100 9 123
Row17 2009000003853 P 1 800 9 123
Row1B 2009000004367 |P 1 1000 9 123
Row19 2009000004371 P 1 1800 9 123
Row20 2009000004401 |P 1 500 9 123
Row21 2009000004582 |P 1 1400 9 23
Row22 2009000005399 |P 1 1800 9 123
Row23 2009000005619 |P 1 1800 9 23
Row24 2009000006321 |P 1 100 9 123
Row25 2009000007215 P 1 500 9 23
Row26 2009000007571 |P 1 500 9 123
Row27 2009000007847 |P 1 1900 9 23
Row28 2009000008135 P 1 100 -9 123

Row29 2009000008748 1P 1 1000 -9 123 «

< >

Open for Innovation
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Pre-Processing with Spark



Pre-Processing with Spark

1 1
Extract | | Load !
1 1
Access | Loadto !
website | the big i
usage || data |
data | platform |
] |
D e H

Anonymized

customer data and
contracts data on
the database

© 2023 KNIME AG. All rights reserved.

Transform (on database and on Spark)

Clean on
database,
import to
Spark Blend
on
Clean, Spark
standardize,
aggregate
on database,
import to

Spark

Impute
missing
values on
Spark

Aggregate
customer
statistics
on Spark

____________________________________________________________
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Spark Query Nodes

w3 Tools & Services
v <7 Apache Spark

Various manipulations %

v [ Convert & Replace

Filter rows and columns Bir spar Category To Number

A2 Spark Column Rename
1 aly Spark Column Rename (Regex)
JOIn tables 89 Spark Compiled Transformaticns Applier
Wl Spark Mormalizer

EXtraCt Samples 128 Spark Mumber To Category (Apply)

;'E, Spark Transformations Applier . e
Sort « [ Split & Combine Spark Column Filter Spark Column Rename Spark Pivot

= Spark Joiner B
Aggregate ] vt L e ol

. 'Ei Spark Missing Value
2% Spark Missing Value (Apply)
erte your own query i&ézparkaDIumn F?Iter i
. - - . . L) Mf"iﬂg Spark Row Filter Spark GroupBy Spark Joiner
Configuration is similar v«

. - |
"] Java Snippet S [ B B s Y —  _Un
[ Management L

to KNIME Manipulation -z - S :

E‘a Spark Repartition

?,c: Spark S50L Cuery

nodes (in most cases) .- i il <= -y
% Spark Concatenate B S e — *n

. Fy Spark GroupBy

N d % Spark Partitioning
o coding B ° . :
% Spark Row Filter

Efﬂ, Spark Row Sampling Spark SQL Q svpalrk ’(‘AISSTQ

14 spark Sorter pa uery alue (Apply)
VZ Statistics o =

P! Spark Correlation Filter u 3{1 .—\\__. 7. n

5 Spark Correlation Matrix ® ®

5 Spark Linear Correlation
ﬂ Spark Statistics

© 2023 KNIME AG. All rights reserved. ip(enﬁnleﬁ E



Spark Missing Value Node

w 3y Tools & Services
~ <1 Apache Spark
10
v Column
~ [T Convert & Replace
&‘2}1 Spark Category To Number
:,‘g Spark Column Rename

Dialeg - 2:233 - Spark Missing Value (fix missing values) - [m] x
aly Spark Column Rename (Regex) e
B, Spark Compiled Transformations Applier
e S, k N |' Default Column Settings  Flow Variables  Job Manager Selection  Memory Policy
sl Spark Mormalizer Colurn Search D serino e
luz-a Spark Mumber To Category (Apply) T
B Spark Transformations Applier Mone v Fix Value v
w D Spllt & Combine Dialog - 2:233 - Spark Missing Value (fix missing values) - O x D serialio ~ - oo
=+ Spark Joiner = ? rpors )
T sporder
- E—| Trancfarm Default Column Settings Flow Variables Job Manager Selection  Memary Palicy : :;jim
- .. I pwgtp
..%4 Spark Missing Value | agep
.. I dt
T‘.'a& Spark Missing Value (Apply) i s
. itwp12
il‘_-t Spark Column Filter Fix Value & : s
_ Number (double)
ﬁa Mmmg pmher (ot Value 0.0 : :::;
. - I dout
il. Misc . Fix Value ~ I dphy
n
v Row ° Vaive e,
OF Spark Concatenate e - : drem
eng
}* Spark GFDUFIB}‘ Number (ntzger) — e : ;‘?—jf
E5 Spark Partitioning I gom
. I oo
[E, Spark Pivot 11 *
. Add
= Spark Row Filter =
B, Spark Row Sampling
+ oK Apply Cancel ©) oK Apply Cancel ©)
L.c Spark Sorter

Open for Innovation
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Spark SQL Query Node

w3y Tools & Services

v < Apache Spark Dialog - 5:220 - Spark SOL Query (SELECT * FROM) — O x
Ly
= 0 File
Column
f;]'? Mining Query  Flow Variables Job Manager Selection  Memaory Policy
w3yt Misc Column 4 Functions { S5QL Statement
{7 Java Snippet s rt w1l ~ 1 1 [SELECT * FROM #table# AS t LIMIT 18 ~
D serialno 1=
v DE’Ian_agement | sporder o
=+ List Spark DataFrames/RDDs } st &
241 Spark 50L Query I pwatp =
How I saep +
- I at -
Z Statistics } citwpos /
: | citwpi2 <
| cow <=
| ddrs <=z
| dear v <F
* F'|0W Variable ;=
& knime.workspace ~ =
=
A
abs
acos
add_months
and
approx_count_distir
array
arrav_rnntaine b
v v
QK Apply Cancel @I

Open for Innovation
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Modularize and Execute Your Own Spark Code

Dialog - 3:9 - PySpark Script (1to 1) - m} x

Java Snippets

Seript | Flow Variables  Job Manager Selection  Memory Policy

Py park E Crlpt Columns 41 System imports 4
4 # Your custom imports: 4
| | |dt -~
Validate on cluster oo
|| citwp12 custom global variables:
| | | cow
| || ddrs Initializatiol Spark environment
il dear # Custom pySpark code
deye # SparkSession can be used with variable spark
n dout # The input dataFrame(s): [dataFramel]
n dphy # The output dataFrame(s) must be: [resultDataFramel]
rk DataF J 1 | drat resultDataFramel = dataFramel.filter{dataFramel.cow.isNotNull())
Spa rame Java T drat
: Spark DataFrame o v
Snippet {Source) Java Snippet  Spark DataFrame  Spark DataFrame v
Java Snippet  Java Snippet (Sink) FIrEEis i
u | knime.workspace # End of user code
Qﬂ gg B —Hl # Send data to j
| Q?'g B
[ ] O
L]
L] L]
v
< >
Validate on Cluster Number of rows to validate on | 50|

wmm wspark .scr-',t ?a%.\ltDataFramEl(lU of SU rows): -
SCI'-.]I Source {1 to 1} i b--—t i i b--—t i i b---1 + b--—t i i ne

serialno| rt|sporder|puma0i|pumald| st| adjinc|pwgrplageplcit|citwpds|citwpl?|cow|ddrs|dear|

— _E | | _; | 120050000004251 Bl 11 500l -3l 23110854671 321 221 11 nulll  nulll 41 21 2]

|2009000001035| P| 11 5001 -9| 23|10854€7| 231 571 1| null| null| €] Eq 2]
1200%000001051] P| 1] 5001 -9 22|10854€7| 22 431 1] null]| null| 4] 2] Eal
. . |200%0000010341 FI| 11 1o0al -5 23110854671 51 271 11 nulll nulll 11 zl zl
|200900000142€| P| 1] 700] -9| 23|10854¢€7| 171 471 1| null| null| 1] 2] 2 v
< >
oK Apply Cancel ®

Open for Innovation
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Best Practices: Spark
Performance Optimization



Spark Repartition

First partitioned randomly
If original partition doesn’t work, repartition might be necessary

Partitioning into same size groups increases the speed of parallel execution
No delayed completion of a stage due to an uneven distribution

Optimal number of partitions

No idle/out of memory/slow executors due to too much data per partition

No unnecessary overhead due to too little data per partition

Via trial & error

At least a low multiple of the number of available executor cores in the Spark cluster
Partitioning based on the values in a selected column

The column must be chosen carefully
A column with evenly distributed groups

© 2023 KNIME AG. All rights reserved.
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Spark Repartition Node

Returns a Spark DataFrame with increased or decreased partition count

When to use?
Before performing computation on a DataFrame (e.g. preprocessing or learning a model)
Before writing a DataFrame to storage to ensure fast writing and reading of the DataFrame
After operations that could cause uneven distribution, e.g., after row filtering

Avoid expensive shuffling the data during repartition

Before performing

q rk Decisi
computation e Lear::r"
Spark Predictor
Spark Repartition Spark Missing Value Spark Partltlo:y_ I—\(Classmcation} Spark Scorer
-ﬁ;-——-'krﬁ“‘ﬁl% _nu—l&'
DB Table Selector /_ >
CreatelocalBig g3y / . . . .
Data F.nulroumen/ \veto Spark
|
- r\\ .. -—< After row filtering
.- ° \ Before writing

\ \
\
"(part Row Filter =~ Spark Repartition &park to Parquet

~E S AT, %__m

© 2023 KNIME AG. All rights reserved.
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Spark WebUI

Web interface of a running Spark application to monitor and inspect Spark job

executions in a

web browser

Open as a tab in KNIME Analytics Platform

Create Local Big
Data Environment

‘:_ B
B Configure.. F6
Execute F7
Execute and Open Views Shift+F10
Cancel FRopa
" E0 Reset F8 I
= Edit Node Description... Alt+F2
=l MNew Workflow Annotation b1
" Connect selected nodes Crl+L t
Disconnect selected nodes Ctrl+Shift+L
=

Create Metanode...

Create Component...

Compare Nodes
Show Flow Variable Ports

Cut

Copy
Paste

ot

Undo
Redo

Delete

Hive Connection

File System Connecti] Opens a view on outport £3
Spark Context

BB A x

© 2023 KNIME AG. All rights reserved.

File

Spark  Flow Variables

Spark Context - (:2 - Create Local .. - O X

Local Spark Context

Spark version: 2.0

|| Spark WebUIL: Click here to open
Hiveserver port: 02830

Context state: OPEN

Time shift:

Convert to zone Europe/Berlin

Context settings

Context name: knimeSparkContext
Delete DataFrames/RDDs on dispose: trus
Override Spark settings: false

Custom Spark settings:

{(not applicable)

A "0 00_Setup_Local_Big_Data_Envirenment

& Spark WebUl £

SPOr 3.0.2
Jobs Stages Storage Environment Executors sSQL
Spark Jobs 7

User: Lada Rudnitckaia
Total Uptime: 2.7 min
Scheduling Mode: FIFQO
Completed Jobs: 1

~ Event Timeline
[] Enable zooming
Executors
Added
J Removed Executor driver added

Jobs

Succeeded

] Failed
Running

35 0
22 December 13:10

~ Completed Jobs (1)

Page: 1

= 8
Local Spark (knimeSparkContext) application Ul

JDBC/ODBC Server

SELE

22 December 13:11

1 Pages. Jumpto 1 . Show | 100 items in a page.  Go

Stages: Tasks (for all stages):

Open for Innovation
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Spark Web Ul - Jobs

A\ "0: 00_Setup_Local_Big_Data_Environment A\ "3 01_ELT_Usage A\ 73:2373:0 - Access & Transformation (Execute up-stream) (@ Spark WebUl 52
7
Spark Jobs

User: Lada.Rudnitckaia
Total Uptime: 9.5 min
Scheduling Mode: FIFO
Active Jobs: 1
Completed Jobs: 2

~ Event Timeline 1
_ Press on the job to get
[] Enable zooming
Executors the details: DAG
] Added visualization, stages
] Removed Executor driver added
Jobs
Succeeded
] Failed
Running I
13:11 1312 1313 13:14 13:15 13:16 1317 13:18 13:19 13:20
Wed 22 December
See the status for
~ Active Jobs (1) running and
Page: 1 1 Pages. Jumpto | 1 Completed JObS . Go
Job Id (Job Group) - Description Submitted Duration  Stages: Succeeded/Total Tasks (for all stages): SucceedediTotal
2 (10d7583a-3ada-40r3-9d8c-8e9214716932) INSERT INTO TABLE "default’."usage” SELECT column0,column1,column2,column3,columnd,columnS,colum...  2021/12/22 13:20:19 5s 0N 0/2 (1 running)
run at <unknown=>:0 (kill)
Page: 1 1 Pages. Jump to| 1 . Show 100 items in a page.  Go
~ Completed Jobs (2)
Page: 1 1Pages. Jumpto| 1 - Show 100 items in a page.  Go
Job Id (Job Group) - Description Submitted Duration Stages: Succeeded/Total Tasks (for all stages). Succeeded/Total
1 (9a218458-6793-4187-a9d1-beedbcb00883) SELECT 1 2021/12/22 13:20:05 09s 1 n

run at <unknown=:0

0 (08c027b5-978¢c-4b18-8394-cce3eab33ala) SELECT 1 202112122 131113 10s " n
run at <unknown=:0

Open for Innovation
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Demo



Exercises — Session 3

Before starting the exercise (skip if you performed these steps for session 1)
Install local instance of PostgreSQL
Download the training workflows from the KNIME Community Hub
Install necessary extensions (open 00.1_Extensions_setup)
Execute workflow 00.2_Setup PostgreSQL_Database
Use the credentials for your local instance of PostgreSQL

Execute workflow 03.0_Setup Local Big Data Environment (except this step)

e |:| Session_3_ELT_on_Big_Data
A% 03.0 Setup_Local_Big_Data_Environment
A 03.1_In-databasefSpark_processing
A 03.2_Missing_value_imputation_on_Spark
A% 03.3_Aggregation_on&Export_from_Spark

nnnnnnnnnnnnnnnnn
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Exercise — 03.1_In-database&Spark_processing

This exercise is the first step to build application “ELT on Usage data”
1 Access the data, transform on database, import into Spark
Use the credentials for your local instance of PostgreSQL
Find detailed instructions in the workflow

Transform

1 Access the data,
transform on database,
import into Spark

1. Provide the database username
and password in the dialog of the
component.

2. Open the component to find the
next instructions

Access &
Transformation

CE

nnnnnnnnnnnnnnnnn
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Machine Learning with Spark



Machine Learning with Spark

1 1
Extract | | Load !
1 1
Access | Loadto !
website | the big i
usage || data |
data | platform |
] |
D e H

Anonymized

customer data and
contracts data on
the database

© 2023 KNIME AG. All rights reserved.

Transform (on database and on Spark)

Clean on
database,
import to
Spark Blend
on
Clean, Spark
standardize,
aggregate
on database,
import to

Spark

Impute
missing
values on
Spark

Aggregate
customer
statistics
on Spark

____________________________________________________________
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Machine Learning Integrations

v 3y Tools & Services
v <7 Apache Spark

KNIME Extension for Apache Spark includes 310

Celumn

nodes to train various machine learning models @ i

. Clustering

in Spark 3 et pmto e
A48 Spark Association Rule (Apply)

Implementation based on both spark.mllib and 4 Spar Asociation Rue Leamer

{":?} Spark Frequent ltem Sets % |
spark.ml packages 4= el spark.m
spark.ml is a primary package — use it always when possible @ ok Decion Tee Lo |1 sparkmilib

rq} Spark Decision Tree Learner (Regression)

Spark.ml based nOdeS have improved +11 Spark Gradient Boosted Trees Learner

+:~i Spark Gradient Boosted Trees Learner (Regression)
fu n Cti O n al ity "':‘: Spark Gradient-Boosted Trees Learner (MLIib)

lﬁ Spark Linear Regression Learner

|'_,b£ Spark Linear Regression Learner (MLIib)

accept categorical features, provide training statistics, e.g., N Spork Linear SUM Leamer (MLIib)
1 1 11 ihiti |'_}£ Spark Legistic Regression Learner
feature importance, provide conditional class probabilities L char Logtic Reapecton Loomer (LI

PI,’-%]A Spark Naive Bayes Learner (MLIib)
[ Spark Predictor (Classification)
[ Spark Predictor (MLIik)

[ Spark Predictor (Regression)

Spark Decision Feature Spark Decision Tree +11 Spark Random Forest Learner
Tree Learner importance Learner {MLIib) +:‘§ Spark Random Forest Learner (Regression)
> - D"‘S_ﬂi SFark Random Forests Learner (MLIib)
v corin
. I'Q | a rﬁ 2% Spagrk Entropy Scorer
Spark ML Spark MLIlib .. Spark Numeric Scorer
mOdel @ mOdel . D Spark Scorer

nnnnnnnnnnnnnnnnn
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Spark ML Integration: Familiar Usage Model

Usage model and dialogs like existing nodes

No coding required

Various algorithms for classification, regression and clustering supported

Decision
Tree Leamer
> o m
Decision Tree
o Predictor
L ]
Spark Decision
Tree Learner
»>
/'- =
o Spark Predictor
Spark Partitioning (Classification)
|
i alie
] ]

© 2023 KNIME AG. All rights reserved.

Dialog - 3:2374:0:254 - Spark Decision Tree Learner (Train a model)

{Setlings| Advanced Flow Variables Job Manager Selection Memory Policy

m]

x

Target column [S]sentment  +

(® Manual Selection () Wikdcard/Regex Selection

Exdude Indude

Y Aiter

N

| | Customerkey >
| §| sentiment
NrPagesVisited
AvgSaolRate
NrSearches
SearchDepth

»

« AvgRedirectTime
Mot emck

AvgPageLoadTime

~
ONICICICEICEIEIEIEIE

Enforce inclusion

Tree Opti
Quality measure g ~
Max tree depth 5
Win rows per tree node 1
Win information gain per split 0,0
Max number of bins 54

oK Apply
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H20 on Spark

o us

H20: Open source, focus on scalability and performance
Sparkling Water = H20 on Spark

KNIME H20O integrations

KNIME H20 Machine Learning Integration
KNIME H20 Sparkling Water Integration

Supports many different models
Generalized Linear Model
Gradient Boosting Machine
Random Forest
k-Means, PCA, Naive Bayes, etc. and more to come!

Includes support for MOJO model objects
for deployment

© 2023 KNIME AG. All rights reserved.

H20 Machine Learning
v = 10
vD Read
B Spark to H20
== Table to H20
v -B Write
Bl H20 To Spark
== H20 to Table
=&y Create H20 Sparkling Water Context
= H20 Local Context
= MOIOs
1= Manipulation
= Misc
v = Models
= AuteML
~ 1= Generalized Linear Model
== H20 Generalized Linear Model Learner
== H20 Generalized Linear Model Learner (Regression)
=% Generalized Low Rank Models
== H20 Generalized Low Rank Medels (Missing Value Impute)
~ =% Gradient Boosting Machine
== H20 Gradient Boosting Machine Learner
== H20 Gradient Boosting Machine Learner (Regression)
~ = |solation Forest
== H20 Isolation Forest Learner
~ |=* Naive Bayes
== H20 Maive Bayes Learner
w = PCA
== HIO PCA
== H20 PCA Apply
== H20 PCA Compute
~ 1= Random Forest
== H20 Random Forest Learner
== H20 Random Forest Learner (Regression)
w = k-Means
== H20 k-Means
== H20 Cluster Assigner
== H20 Isolation Forest Predictor
== H20 Predictor (Classification)
= H20 Predictor (Regression)
w = Scoring
== H20 Binomial Scorer
H20 Cross Validation Loop Start
H20 Multinemial Scorer
H20 Mumeric Scorer

£t
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Missing Values Imputation

Separate data rows with SessionSatisfactionScore present and missing

Train a machine learning classifier model to predict SessionSatisfactionScore
(only on data rows with SessionSatisfactionScore)

Apply the trained model to predict SessionSatisfactionScore where it is missing

Update original data set with new predicted SessionSatisfactionScore values —
Impute missing values

Training Spark Decision
data Spark Row Filter Tree Learner  Trained
45 . > Model

rk Concatenate

2] ® .
SessionSatisfactionScore Train a model B q&
is known O o
Spark Predictor
Spark Row Filter (Classification)

TTe—HE = R

Predictions —
- Apply the - imputed missin
SessionSatisfactionScore del to th Predict for P g
is missing MOAEI 0 IN€  issing values values
new data

nnnnnnnnnnnnnnnnn

© 2023 KNIME AG. All rights reserved. KN I M E



Best Practices: Spark
Performance Optimization



Spark DataFrame Persistence

Spark DataFrames
are created and exist in memory on executors
Once a DataFrame is transformed and is no longer needed, it will be removed permanently

Cache or persist the DataFrame

The DataFrame will be kept in memory on all of the nodes of the cluster where it is computed after
the 18t action is called on it

Useful when more than one action is required, e.g., within a loop body, to avoid an entire reevaluation
The cashed DataFrame can be seen in the Storage tab in the Spark application Ul

nnnnnnnnnnnnnnnnn
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Persist & Unpersist Spark DataFrame/RDD Nodes

Dialog - 0:204 - Persist Spark DataFrame/RDD (Cache DataFrame) — O X
. . File
Persist (cache) the Spark DataFrame using the B
NS: Flow Variables Job Manager Selection
specified storage level P,
(O Memory and disk
. . (O Memory only serialized
Clean the storage when the operation is over b
(O Disk only
(e . g . | O O p) (O Off heap (experimental)
! (O Custom
Custom Storage Parameter
Use disk Use memary Use offheap
Deserialized Replication:
oK Apply Cancel ©)
Parameter Optimization
Loop Start Parameter
Optimization Loop End
Spark Decision
Tree Learner ¢ .| :
| ,@ o
Persist Spark Spark Predictor Table Row
Spark Row Sampling = DataFrame/RDD Spark Parllth {Clasmfcatlon} Spark Scorer, to Variable

LR —n <= L= -
Unpersist Spark
L ] . L ] L ] L] L] DataFrame/RDD
—

Sample for the Save to
parameter optimization the memory —n ?l

Remove from
the memory

Open for Innovation
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Exercise — 03.2_Missing_value_imputation_on_Spark

This exercise is the second step to build application “ELT on Usage data”
The solution to the previous exercises is already in the workflow
2 Impute missing values
Find detailed instructions in the workflow

Transform

2 Impute missing values
Open the component to find the
instructions

First, connect to the database in
Access & Transformation
component

Provide the credentials
to the database

Access & Missing Value
Transformation Imputation
u
o — L]
.
[ ) L}

Execute up-stream
before configuration

nnnnnnnnnnnnnnnnn

© 2023 KNIME AG. All rights reserved. KN I M E




Export Data from Spark



Export Data from Spark

1 1
Extract | | Load !
1 1
Access | Loadto !
website | the big i
usage || data |
data | platform |
] |
D e H

Anonymized

customer data and
contracts data on
the database

© 2023 KNIME AG. All rights reserved.

Transform (on database and on Spark)

Clean on
database,
import to
Spark Blend
on
Clean, Spark
standardize,
aggregate
on database,
import to

Spark

Impute
missing
values on
Spark

Aggregate
customer
statistics
on Spark

____________________________________________________________
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Export Data from Spark

v 3 Tools & Services
~ <1 Apache Spark
v o
v = Database

=7 DB to Spark
E\-j Database to Spark (legacy)
2.4 Hive to Spark

£ Hive to Spark (legacy)

EJJ Impala to Spark
-

\f_a Impala to Spark (legacy)

=4 Spark to Database (legacy)
54 Spark to Hive

54 Spark to Hive (legacy)

{1 Spark to Impala (legacy)
v D Read
M2 Awro to Spark
Bl CSVto Spark
@y JSON to Spark
@, ORC to Spark
5 Parquet to Spark
[EL Table to Spark
=, Text to Spark
v -D Write
M2 Spark to Avro
[EL Sparkto C5V
@y Spark to JSON
@, Sparkto ORC
% Spark to Parquet
@_,_ Spark to Table
=, Spark to Text
1€ Persist Spark DataFrame/RDD
% Unpersist Spark DataFrame/RDD

3 KNIME AG. All rights reserved.

To KNIME

To CSV file in HDFS

To Hive

To Other Storages

To Database

Spark to Table

Spark DataFrame—m [t » KNIME data table

RDD to KNIME
table

] ) Spark to CSV
Remote file connection
Spark DataFrame—

L
Write CSV file
to HDFS

Spark to Hive

Hive connection. - m i "

Spark DataFrame.—m £"m Hive table
L]

Create Hive table
from Spark RDD

Spark DataFrame
Java Snippet {Sink)

Spark DataFrame ﬂ

@
write file to HDFS

sp Spark to DB
Database connection——m b
Spark DataFrame —m £ ™ Database
L]

write Spark RDD
info database table

table

Open for Innovation

KNIME



Mix & Match
Thanks to the transferring nodes (Hive to Spark, Spark to Hive, Table to Spark
Spark to Table, DB to Spark, Spark to DB) you can mix and match processing in

KNIME, on database, and on Spark
Hive data manipulation Spark data manipulation
I8 N
Create Local Big | | \
Data Emi'irl:mrrlem1 DB Table Selector DB Column Filter DB Row Filter Hive to Spark Spark Repartition \
.-—'_'_
— - — L] rk to Table
. = -t LAl miie _mi e |
— >
[ ] [ ] ] -] ] L] \ / " E
Import inta | / ]
Spark DataFrame | ;‘ |
| /|
In-database data manipulation \ H;' \
I| \ Spark Joiner Spark Mlsslng Value Spark GroupBy Sparlc to Parquet
DB Table Selector DB Query | m . / —
| - T B | ','!z —u 3k -—-‘-\—— .
~—mZy e — =2 . "/_
~. | f [ ] L]
2 a ~ DB Joiner | DBto Spark / \
~—
cuslomers —m g I A + . "5 / \
—h \ Spark to DB
DB Tabile Selector DB GroupBy ~ B @ "\,\,-—-
/ Import into p - ]
| B L et = I S Spark DataFrame f -
| L ® ."'I
\ contracts /
S
nnnnnnnnnnnnnnnnn
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Best Practices: Spark
Performance Optimization



Recap: Destroying Spark Context

Free up the resources Spark Context allocated on the cluster

Create Local Big Destroy Spark
Data Environment Context

H [ |

.|

- /_O %
L L
Work with oon:e:t/
H
L

© 2023 KNIME AG. All rights reserved.
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Demo



Exercise — 03.3_Aggregation_on&Export_from_Spark

This exercise is the third step to build application “ELT on Usage data”
The solution to the previous exercises is already in the workflow
3 Aggregate and save statistics table
Find detailed instructions in the workflow

Transform

3 Aggregate and save
statistics table

Open the component to find the
instructions

First, connect to the database in
Access & Translormation

Provide the credentials

to the database
Access & Missing Value
Transformation Imputation Saving

\\

Execute up-stream
before configuration

nnnnnnnnnnnnnnnnn

© 2023 KNIME AG. All rights reserved. KN I M E



Session 3: Summary

Now you should be able to:

Integrate Hadoop applications, such as Hive, HDFS,
and Spark into KNIME Analytics Platform

Process relatively large data on a database server
and on Spark

Train and apply a machine learning model on Spark
Impute missing values on Spark

Build the application that aggregates website usage
data, personal data, and contract data into a
customer statistics table

© 2023 KNIME AG. All rights reserved.
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Session 4. Cloud and Big Data
connectivity, Orchestration



Session 4: Learning Outcomes

At the end of this session, you will be able to:
Integrate cloud Hadoop Applications in KNIME
Orchestrate modular workflows from a caller workflow

Build an application that triggers and orchestrates the
applications from previous sessions

© 2023 KNIME AG. All rights reserved.
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Cloud & Big Data Connectivity



Running Hadoop Applications in a Cloud

Clusters managed by the cloud provider run Hadoop
and Hadoop ecosystem applications

Resources are offered by a cloud provider

Everything is on one cloud platform

Distributed file system / Data lake / Data storage
Database for querying

Spark runtime for in-memory processing

© 2023 KNIME AG. All rights reserved.

Distributed
File Target

System Database

Spark
Runtime
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Test Environment vs. Hadoop Ecosystem vs. Cloud

Test
Environment

Create Local Big
Data Environment

© 2023 KNIME AG. All rights reserved.

Hadoop
Ecosystem

Hive Connector

Create Spark
Context (Livy)

Cloud

Google BigQuery
Connector

‘ Google Cloud

Storage Connector

Google
Authentication

Create Spark
Context (Livy)
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Google Cloud Platform

C 0 n n e Ct I V I ty to Google Google ::J:;r;t;;:aﬁon

Data storage: Google Cloud Storage b 1 b

Database: Google Big Query, Hive on Google Dataproc " .

Spark Runtime: Google Cloud Dataproc qoiodeCloud | Goole Biguery  Create Spark
KNIME Google Cloud Integration User Guide o i -

Dataproc cluster setup
Connect to Dataproc cluster with Livy

Google BigQuery

Connector DB Table Selector DB Reader
O B W mi>m mis»>
® @ 2
Spark Decision
Google Authentication Google Cloud Tree Learner
(API Key) Storage Connector Parquet to Spark - ﬂ » Spark Predictor
o [ | (Classification) Spark Scorer
. . b w0 &
Provide credentials
@ e

only once for the
whole platform

Context (Livy)

w ® n >
r{ i & \
Create Spark .
o @

= &

@
CSV Reader
=

.tu-'

© 2023 KNIME AG. All rights reserved.
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https://docs.knime.com/2021-06/google_cloud_integration_user_guide/index.html#overview

Amazon Web Services (AWS)

Connectivity to p—
Data Storage Amazon 53 Authentication =~ Amazon S3 Connector

. s m =D m
Database: Amazon Athena, Hive on EMR = .
Spark Runtime: Amazon EMR (Elastic MapReduce)
Amazon Athena Create Spark
KNIME Amazon Web Services Integration User Guide S e
Create an Amazon EMR cluster " !A._ " {".'
Connect to EMR cluster with Livy
fz:::-(;:::::::;t Spark Numeric

Scorer

I
- >
Create Spark Spark Predictor
Amazon $3 Connector Context (Livy) CSVto Spark Spark Partitioning Train a basic (Regression) =]
= RF model Evaluation
O
-

-;,_ . n\:@ N s

|

Amazon ® © @ L Spark to Table Line Plot
Authentication Create Spark Read dataset Partition into ]
context via Livy from AWS Registry train and test set | E V_/’

Py of Open Data

| =) Q
) Amazon Athena Visualization
Connector DB SQL Executor DB Table Selector
mEam Eis ® Ei>m
el (5] ®
Create a table Select the
created table

© 2023 KNIME AG. All rights reserved.
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https://docs.knime.com/2021-06/aws_emr_user_guide/index.html#_overview

Microsoft Azure

Connectivity to

Data storage: Azure Data Lake Storage Gen2, Azure Blob Storage
Database: Hive on Azure HDInsight, Azure SQL Database

Spark Runtime: Azure HDInsight

KNIME Azure Integration User Guide

Azure HDInsight cluster setup
Connect to HDInsight cluste

Microsoft
Authentication

B =2

Establish a connection to
Apache Hive on HDInsight

© 2023 KNIME AG. All rights reserved.

Microsoft Azure Data Lake Storage
Authentication Gen2 Connector
[ =Ll =
oo
o o
Azure Blob Storage Microsoft SQL Create Spark
Connector Server Connector Context (Livy)
o |
LI | -“E‘s ] [ el
® @ @
Table to Spark Spark Column Rename Spark to Parquet
"Ee——ene—
Create Spark
Data Gener:lm/ Context (Livy) ° =] )
q’ o {' Parquet to Spark Spark to Table

L] u )
. s mE»

Create a Spark

L]
Generate
random data

Context via Livy ° ®
Azure Data Lake Storage
Gen2 Connector CSV Reader
uE >
e
[ ] -]
Importthe CSV
file into KNIME
Hive Connector DB Table Creator DB Loader

j » »
e L e

) L] L
Connect to Hive in Create an Load table content
HDInsight cluster empty table into the new table



https://docs.knime.com/2021-06/azure_integration_user_guide/index.html#overview

Databricks

Connectivity to

. . Create Databrick: Databricks Fil
Data storage: Databricks File System (DBFS) “Emionwent  System Connector
Database: Databricks Database, Databricks Delta . E O m
Spark Runtime: Databricks Cluster ° °
KNIME Databricks Integration User Guide

Create a Databricks cluster

. Data Generator DB Table Creator DB Loader DB Read.er
Connect to Databricks o M birw rad

One node creates the _ Databricks DB,

. ) Create Databricks Destroy Spark
whole environment: file Environment List FilesiFolders Merge Variables Context
system, database, and - w0z S %

Spark context o o / o °
Spark Row Filter Spark to ORC
e
Alternative node n e Spar Hesuts
Databricks File ORC to Spark in DBFS
Connect directly to System Connector "o Spark Decision
DBFS without L : ““Lr:"'”
I Read data L]
starting a cluster . T;?,‘é’;iff e ;f ?c'“.,':,’.’ﬁ"i;’&?n’{ —
I'
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https://docs.knime.com/2021-06/databricks_integration_user_guide/index.html#_overview

Snowflake

Snowflake Cloud Data Platform

In-cloud data warehouse
Can be deployed on Azure, AWS, or GCP

KNIME Snowflake Extension Guide

"-i nowflake Connecmw&hle CreatNB Loader

ii H o Hn |
. aum
o o ®
Snowllake Create new table Load data

Conneclor and drop any

pre-exsing fable

© 2023 KNIME AG. All rights reserved.

Snowflake Connector Snowflake Connector

Add Microseft Authentication port a

Remove Microsoft Authentication por

Azure Active
Directory
Authentication

DE Reader Row Filter
L] =+
* = =
L ] [ ]

Fead data Filter out the
from Snowflake Technology
dmsion


https://docs.knime.com/2021-12/snowflake_extension_guide/index.html#_introduction

Snowflake H20 Machine Learning

Data prediction within Snowflake without moving the data out of Snowflake
Prediction result is stored in a Snowflake table

Supported H20 MOJO models learned via
KNIME H20 Machine Learning Integration
KNIME H20 Sparkling Water Integration (within a Spark runtime)

Different predictors PR Tl Selector D3 o Sapng 0P Reader Train locally
available in KNIME H20 1 o

toH20 Forest Learner H20 Model to MOJC  Snowflake H20 MOJO DB Connection

Snowflake Integration ey H20 Loca Catex - Precictor Cssiicaion | Tavl wite

zs | — .- — E _'
- ) _ ® ®
s wee H20 Machine Learning - - Leam prediction = /__ - -
=10 'PBTM Selector model Apply Store prediction
v = MDJOs pN_— o model "esultin db table
v 5 Snowflake o DB Table Selector
=g Snowflake H20 MOJO Predictor (Autoencoder) e
wae Snowflake H2Z0 MOJO Predictor (Classification) - .
&
w5 Snowflake H20 MOJQ Predictor (Cluster Assigner) crosor [ ] Train on Spark \
=z Snowflake H20 MOJO Predictor (Dimension Reduction) ication Snowflake C DB Table DB to Spark H20 Random
=g onowflake H20 MOJO Predictor (Iselation Forest) b = “zsm a5 m = Spa.rklo H20 Forest Lear:er H20 Model 1o MOJO \P:Lm:e “20“01‘:31]
=g Snowflake H20 MOJO Predictor (Regression) - R = N, .
=g Snowflake H20 MOJO Predictor (Word Embedding) ® \._
Azure Data Lake Storage Create Spark | Create H20 Sparking e -
Gen2 Connector  Context (Livy) Water Comext
a0 = L e

nnnnnnnnnnnnnnnnn
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Demo



Today‘s example: Orchestration



Recap

Extract

Access
Europe
customers
data (from
cloud)

Access US
customers
data (from a
web service)

© 2023 KNIME AG. All rights reserved.

' E

TL on Customers Data

Transform
) Clean,
veliesi standardize
Blend Anonymize
Validate izeln

standardize

Update
customer
data on the
database

Export
workflow
status:
0/1
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Recap: ELT on Usage Data

A T | 3
Extract i Load i i Transform (on database and on Spark) |
| o ;
Access ! Loadto | | I
website | thebig 1 Clean on !
usage i data ! ?ritsszsti’ i
data | platform | | l
p P Lo Spark Blend Ala Bl Aggregate Export Export
i o missing customer ! Kl
_____________ : on values on statistics | from WOrKHow
_ : Clean, Spark Spark Spark i Spark status:
Anonymized ! standardize, par on spark. 0/1
customer data and i aggregate :
contracts data on I on database, !
the database ! import to i
i Spark E

nnnnnnnnnnnnnnnnn
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Session 4: Orchestration

Trigger the ELT

Usage workflow
yes

Trigger the ETL send credentlals_
Customer & parameters to it
Customers workflow :
. data * import status: 0/1
» send credentials
: successfully
& parameters to it
) i updated?
* import status: 0/1 Stop &
no notify

© 2023 KNIME AG. All rights reserved.

yes
Customer
statistics
successfully
updated?
Stop &
no notify
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Recap: ETL on Customers Data

Extract Transform |Load
Data Access
Europe.Customers
Credentials Parameters Workflow Try (Variable . ’\
Configuration Configuration Service Input Ports) analenale Data Anonymization Database Up.dale
>
B B—a—E< e

Import credentials
from the caller

2023 KNIME AG. All rights reserved.

e Data Access /
us C:stom:ri/

| T
L]

Blend the data from
different sources

Variable Creator

i

Catch Errors Workflow
(Var Ports) Service Output
Status: success ®
a8
Variable Creator L] [ ]
[

Status: failure

Open for Innovation

KNIME



Recap: ELT on Usage Data

Extract
Getthe raw usage data from external or
internal sources, e.g., your platform API

Load

rite raw data to the big data platform

Create Local Big
Data Environment

-
L]
Table Reader DB Table Creator DB Loader
> !
L] L] [ ]
Usage Create the load the
usage table demo table
Transform
Variable Creator
/—0
DB Credentials Parameters Workflow Try (Variable Access & Missing Value Catch Errors Workflow
Configuration Configuration Service Input Ports) Transformation Imputation Savin%_/ L (Var Ports) Service Output
] .
| — a Status: success °
7 T ' o - )
._/’_ I\ - °
|
® ® o o L] L] Variable Creator L L
Import credentials
from the caller '-I-
o

Status: failure

Open for Innovation

KNIME
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Today’s Example: Orchestration

Credentials Parameters Call Workflow Call Workflow
Configuration Configuration Service CASE Switch Start Service CASE Switch Start
® D
B B B

e soe o Send Email see
® e =) fo) \ ®
& =

Execute ETL_failed =0: execute 2 Execute
04.1_ETL_Customers the next workflow ® 04.2_ELT_Usage

and import its status ETL_failed = 1: stop . and import its status
Notify the

responsible preson

1. Trigger and 2 Execute
: - : 2. Execute
send credentials 3. Import 1. Trigger and
and parameters - 'mp send credentials
status and parameters
W?rkﬂow Trv _ariable Catch E Workfl orkflow ariable
Service Input Ports) ETL (:I:r Porrrtosr)s Sem::e O?I‘t':)ut s:vwick: Input ™ P{Vom}b I

On‘ ‘. Customers ﬂ:\a.

Import credentials - L
from the caller Workflow execution status Import credentials
from the caller

© 2023 KNIME AG. All rights reserved.

E LT vVar Ports)

e ..—— Usage

v @ Send Email
- \r x
top: ELT_failed =0 y =

bottom: ELT_failed =1 ®

Notify the
responsible preson

3. Import
status

Workflow
Service Output

ﬂ:\ﬂ

Workflow execution status

Catch Errors



Orchestration



Motivation behind Orchestration

When the workflow grows...

Many different processes and purposes in one workflow
Difficult to maintain

Difficult to test
Loading slows down

Update customers data

Aggregate usage statistics
Data accass
s Customsns
-
LI
. \ :
| Evmsnipsrenm  lcase owicn start /| send Emen | Coneatensts  Dats dmonymizstion Oatabass Upaats e . [F—
[[—————— \ &) . . S wng
| DI o \ = ooy W e mgwistin dggepaton L savieg
Wormow Metaaats | et e | \wergs vanazis ol \ Y / o
/ . / \ e / e / HE—
B’_' B - —omm, o o \ - ) ] \ 7 '\ ] i
= o _error_cape=Q | Wosty e - | Bedtedmstom  Erscsmupsresn \casestcnsiat /| SodEma  Erecseipevesn  \cade gwich stl|  Send Emas W B | = | .
= |\ o _mrrar gt = || resreitie - Gfmetmsom  mirecrigrmm " by ey - Gmcuaigrateen | | | R | | Gracusgabeen | Cracinparesn | |
remon —u = e o —a % —Olr g bekre \ | . \ J i
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Orchestration

Create modular workflows

Split workflows that perform different
processes (callee workflows) and
orchestration workflow (caller)

Callee can get data from and expose
data to a caller

Call and orchestrate in the caller
workflow
Execute in parallel or setup
workflow dependencies or
cascades

© 2023 KNIME AG. All rights reserved.

Callee

Data Access

Caller

Amazon

Workflow Workfiow
Table Reader Service Input Data Preparation Service Output
&> (g B—8
[ ] [ ] [ ] [ ]
Example Actual Prepared data
customer data US customer data US (=entto the caller)
{optional) (received from the caller)

Data Preparation

Call Workflow
GET Request Service

> O
Gl ] L
® ®
Raw US Call Concatenate
customers data US Customers ol

Data Preparation P p—

workflow >
Call Workflow -
Authentication Amazon $3 Connector CSV Reader Service
O
A= ) = l_?_, — A

(&)
—
] L] [ ]
Raw EU Call
customers data EU Customers
Data Preparation
workflow

Workflow Workflow
Ca”ee Table Reader Service Input Data Preparation Service Output

: g g B =

wdl =
L ] L ] L ] L ]
Example Actual Prepared data
customer data EU customer data EU (senttothe caller)
{optional) (received from the caller)




Sequential Workflow Execution

Setup workflow dependencies using Workflow Services nodes

Execute data
anonymization
after data cleaning

Data Access Data Preparation
Ca”er Call Workflow Call Workflow
Table Reader Service Service
O O
i’ > A > A
L ] L ] L ]
Raw Call Call
customers Data Cleaning Data Anonymization
data workflow workflow
Callee
Data Cleaning
Wi kflow Workflow Workflow Workflow
Table Reader Service Input Data Cleaning Service Qutput Table Reader Service Input Data Anonymization Service Qutput
L B 4Bl g - B ¢l g =
L] ® L] [ L] [ L] L]
Example Actual Clean Example Actual Anonymized
customer data customer data customer data customer data customer data customer data
{optional) (received from the caller) (=entto the caller) (optional) (received from the caller) (sent to the caller)
Callee

Data Anonymization

© 2023 KNIME AG. All rights reserved.
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Workflow Invocation vs. Workflow Services

Workflow Invocation (external clients) Workflow Services

Expose different data types to the REST For KNIME use only - easier and faster to call
interface KNIME workflows from other workflows
Use to define KNIME Business Hub REST KNIME native API endpoints — no serialization
APIs for external clients into/from JSON-objects
Standardized (but limiting) JSON-based APIs Share text, models, and many more data types
Container Dynam|C portS Workflow
s Input (Table) o Service Input
v ‘A Workflow Abstraction v ‘A Workflow Abstraction
> ofg Integrated Deployment > > ofg Integrated Deployment »>
v < Workflow Invocation Du v o7 Workflow Invoca{ion Pn
A Call Workflow Service . A Call Workflow Service -
-:o:} Workflow Service Input -:o:} Workflow Service Input
{= Workflow Service Output Container {= Workflow Service Output Workflow
A Call Workflow (Table Based) Qutput (Table) A Call Workflow (Table Based) Service Output
A Call Workflow (Row Based) A Call Workflow (Row Based)
-E} Container Input (Credentials) .E' -E} Container Input (Credentials) PE
ﬂ Container Input (Raw HTTP) = ﬂ Container Input (Raw HTTP)
-E} Container Input (Row) -E} Container Input (Row) ®
-E} Container Input (Table) -E} Container Input (Table)
-E} Container Input (File) Call Workflow -E} Container Input (File) cal Wor_kﬂow
-:b) Container Input (Variable) (Table Based) -:b) Container Input (Variable) Service
{Eo Container Output (Table) {Eo Container Output (Table)
[ Container Output (Raw HTTP) P."A P> [ Container Output (Raw HTTP) -
{5 Container Output (Row) ® {5 Container Output (Row) L]
{5 Container Output (File) {5 Container Output (File)

nnnnnnnnnnnnnnnn
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Callee Workflow

Is called by the caller workflow
Performs a particular task

v ‘A" Workflow Abstraction
> ofg Integrated Deployment

> W 3 -
v e, Workflow Invocation

Contains
Workflow Service Input, Workflow Service Output (KNIME)
OR Container Input, or Container Output nodes (external)

Workflow Workflow
Table Reader Service Input Data Anonymization Service Output
e & ‘< g
L] L ] L] L]
Example Actual Anonymized
customer data customer data customer data
(optional) (received from the caller) (sentto the caller)

© 2023 KNIME AG. All rights reserved.

A Call Workflow Service

23 Workflow Service Input

{> Workflow Service Output

A Call Workflow (Table Based)
A Call Workflow (Row Based)
-3} Container Input (Credentials)
£] Container Input (Raw HTTP)
{5} Container Input (Row)

-3} Container Input (Table)

-S:} Container Input (File)

{f_} Container Input (Variable)
(-:0 Container Output (Table)

[F Container Output (Raw HTTP)
{5 Container Qutput (Row)

G‘ Container Output (File)

w ¢» Structured Data
w {E{E JSOM

=) Container Input (ISON)
=+ Container Output (JSOM]




Caller Workflow

Calls, sends data to, and gets the data from the
callee workflows

v ‘A" Workflow Abstraction
> ofg Integrated Deployment
v ;-: Workflow Invocation

Orchestrates the dedicated callee workflows

Contains
Call Workflow Service (KNIME)

Call Local Workflow, Call Remote Workflow, and Call Workflow
nodes (external)

Data Access Data Preparation
Call Workflow Call Workflow
Table Reader Service Service

B > A g g

[ ] ] o
Raw Call Call

customers Data Cleaning Data Anonymization

data workflow workflow

© 2023 KNIME AG. All rights reserved.

A Call Workflow Service

=7 Workflow Service Input

{> Workflow Service Output

A Call Workflow (Table Based)
A Call Workflow (Row Based)
=7 Container Input (Credentials)
£] Container Input (Raw HTTP)
{5} Container Input (Row)

-3} Container Input (Table)

-S:} Container Input (File)

{f_} Container Input (Variable)
(-:0 Container Output (Table)

[F Container Output (Raw HTTP)
{5 Container Qutput (Row)

G‘ Container Output (File)




Workflow Services



Workflow Service Input Node

Receives an object from a caller
Various port types are available

Workflow Workflow
Service Input Data Cleaning Service OQutput
e
~ 25w >
T =l
L [ ] [ ]
Actual Clean
customer data customer data

(received from the caller)

(sentto the caller)

Port Type:

oK

Exchange Callee Workflow Input port

Flow Variable

PMML

3 KNIME AG. All rights reserved.

Database Connection
Database Query
Generic Port

AWS Comprehend Connection
AWSConnection

Anc Config
AzureConnection

CAIM

Color

Correlation

DB Data

DB Session

DL4) Model

Deep Learning Netwerk
Density Scorer Model
Distance Measure
DocumentVectorPortObject
Feature Selection Model
File System
FilterDefinition

Fuzzy Basis Function

Workflow
Service Input
— ——
8
Dialog - 04 - Workflow Service Input (Actual) O *
File
Flow Variables Job Manager Selection  Memory Policy
Parameter Name:  jmput-parameter Data
OK Apply Cancel @.

Give this parameter
a meaningful name
to recognize it from
the Caller workflow
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Workflow Service Output Node

Sends an object to a caller Workflow
Service Qutput

Various port types are available _,u,
L

Workflow
IService Qutput

_'ﬁ'
® ° Dialeg - 0:3 - Werkflow Service Qutput (Clean) — O >
Clean File

customer data
(sentto the caller)

Flow Variables Job Manager Selection  Memory Policy

Exchange Callee Workflow Output port Pas

Port Type: Flow Variable ~
I PIMML

Database Connection

Database Query

Generic Port

AWS Comprehend Connection

AWSConnection

Arx Config

AzureConnection

CAIM

Color

Correlation

DB Data

DB Session

DL4) Model oK Apply Cancel @l
Deep Learning Network
Density Scorer Model

Parameter Name: | gutput-parameter pa

Distance Measure Give this parameter

DocumentVectorPortObject

Feature Selection Model 1
FleSystem a meaningful name

FilterDefinition to recognize it from
the Caller workflow

Fuzzy Basis Function hd

Open for Innovation
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Call Workflow Service Node

Calls other local and remote workflows
Sends input to, executes, & receives results from callee workflows
Ports are adjusted automatically in accordance with the callee workflow selected

in the configuration dialog
Various port types, multiple ports

Dialog - 9:4 - Call Workflow Service (Call) = a X
File

Workflow Advanced Settings Flow Variables Job Manager Selection Memory Policy

Execution Settings
Path tO the No settings for local workflow execution.
Workflow path
Ca"ee Workflow location  Relative to Current workflow
. Call Workflow _
File system Sarvico Mo o shoelsamess. | [(Browser"] ot
connection Sent to Workflow
: A > Input Parameters Service Inputin
@ oss Input Port 1 (Table) assigned to input-parameter the Ca”ee Y
% o Input Port 2 (Flow Variable) assigned to input-parametera 0l
Input Port 3 (Generic Port) assigned to input-parameterc .
AUtoadeSted Input Port 4 (DB Data) assigned to input-parameterb Received from
variety of input P —— Workﬂ.ow Service
and Output ports output-parameter assigned to Output Port 1 (Table) OUtpUt N the Ca"ee
i) The node ports match the parameters of the workflow. Ad]ust

automatically

oK Apply Cancel

nnnnnnnnnnnnnnnnn
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Demo



Best Practices: Workflow
Orchestration



Efficiency



Efficiency via Orchestration

Multiple, smaller workflows are sometimes faster than one big workflow
Makes it easier to maintain the workflows: to handle, i.e., grasp an overview, make changes
Each workflow performs a particular task
Makes it easier to test the workflows

© 2023 KNIME AG. All rights reserved.
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Error Handling



Handling Errors

Specify REST node behavior in case of error directly in the node

Allow for a graceful exit with the Try & Catch nodes
Various ports available
Generic port can be used with any KNIME port type

Dialog - 0:4 - GET Request - [m} x

File Table Creator GET

Response Headers  Flow Variables  Joh M
Connection Settings ~ Authentication E

lartian | Memory Policy

ng Request Headers E'I- [?

~Connection problems (timeouts, certificate errors, ...}

() Fail node execution

(@) Output missing value

~Server-side errors {HTTP 5%¥)
() Fail node execution

(®) Output missing value

Execution

[JRetry on error 1
Number of retries 3= GET Request JSON to Table Co ntl n u eS

Retry delay [s] =

~Client-side erors (HTTP 4XX)

e S i
Catch Errors

() Fal node execution Table Creator Try (Data Ports) e (Data Ports)
OO TR Getthe JSON Parse
gl T
atedimiting error (HTTP 429) L »>
[[] Pause execution {and retry)
Pause execution [s] 60 = L L E[OE' Mer o
- Base URL /

= x5

] Output aditional column with error cause —

Alternative data

oK Apply Cancel @

Open for Innovation
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Reporting Failures

Inform responsible people about a failure

GET Request JSON to Table
Doy > P>
Catch Errors
Try (Data Ports) o} 5] (Data Ports)
Get the JSON Parse > »>
— >
g | (v A
[ ] Excel Reader ® CASE Switch Start Send Email
® |
| ® I'—_O O8]
.ee e .
[&] ® L
Alternative data top: no errors "GET Request failed"

bottom: errors

Alternative nodes

Message Slack

Message Slack User channel
> %% > > %% >
=] <]

2023 KNIME AG. All rights reserved.

File

Dialog - 3:2128 - Send Email (Notify the) - m] x

Mail Attachments Mail Host (SMTP)  Flow Variables Job Manager Selection

To: ‘ redpient@provider. com o |
@ ‘ "l
Bec: | v
Reply To: ‘ \,|
Subject: ‘Fai\ure to execute v |
5| RowiD #||pear Recipient,

[5%] 750N _Schema

(57| Faiiingtiode The workflow failed to execute.

|s°| FailingNodeMessage:

FailinghodeStackTrace

m _error_caught

] context.workfiow.name

|| context.workfiow.user
timestamp_start

knime. workspace -

Dialog - 3:15 - Message Slack User
File

Options  Advanced Flow Variables Job Manager Selection  Memory Policy

OAuth token |token

User to send message to |user|

Message to send

GET Request failed ...

Fail on error

oK Apply Cancel

@

Open for Innovation
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Send Email Node

Dialog - 3:2128 - Send Email | B d attach fil - O X Dialog - 3:2128 - Send Email (Notify the) Provide sender email
File ol clniel EuEleln IS Fle address details and

Mail  attachments  fail Host (SMTP) Flow Variables Job Manager Selection Mail Attachment: Mail Host (SMTF)  Flow Variables Job Manager Selection S MTP Settl ngs

To: |redpient@.\provider.com w | SMTP Host |smm.gmail.com ~ |

cc | v| SMTP Port [25 v]

BCE: | . I_ FROM (your email) |sender@provider.com w |

Create dynamic emalil
Reply To: |

body with flow variables, SMTP host needs authentication
beautify with HTML,

Subject: |Failure to execute Workflow Credentials

change priority O

RowID - ini
Dear Recipient, User Name
s | 1SON_Schema
= e |sender@provider.com ~
éFalhngNOdE The workflow failed to execute.
i’FaiIingNodeMessage Password
|s”| FailinghodeStackTrace Failing node: $${SFailingNode}$s sssssssnnss
|i°| _error_caught
=l
s'| context.workflow.name Failing node message: $${SFailingNodeMessage}$$ ;
= g ger =231 g gerss Connection Security ETARTTLS i
|8"| context.workflow.user
z timestamp _start
[&7] knime. workspace v Connection Timeout {ms) 2.000 5

Priority: | Highest @ Text (OHML ‘ Read Timeout (ms) 30.000

0K Apply Cancel @l

OK Apply Cancel @l

3 KNIME AG. All rights reserved.
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Handling Errors with Retries and Delay

Setup retries with delay

PostgreSQL
Connector

Provide number
of retries and
ending condition

()
. Try(Variable - Catch Errors
Ports) el (Data Ports)

&

Recursive Recursi:e Loop End
Loop Start ' ~ S
. Rule Engine —>u
v & Table Reader CASE Switch Start CASE Switch End Variable [+
o) Try to connect End of 2 ® s 1B | Endifoperation
Repeat untill success to the database = Try/Catch block ® | Wait... .":ol 4 O = was successful or
Al .\— - - if maximum number
number of retrials o M of retrials is reached
Alternative 0 > failure success == end the loop
1> success o otherwise continue
Delay
next trial

Proceed in the case of success

Delay otherwise

© 2023 KNIME AG. All rights reserved.

Alternative nodes

Variable Condition

Counting Loop Start Loop End
»

> I » > (va
[

=} )
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Handling Errors with Retries on the KNIME Business Hub

Setup several retries when scheduling on the KNIME Business Hub

sy Workflow
Report
Last edited: Jan 12, 2023 D Workflow history sff VO Do
%l Data app
Date&Time it wiire
Configuration  Table Reader Data Preparation Data to Report { interoce.
® A
5 Schedule
R L L] Ty
o o o C
Report date [t} service

Used extensions & nodes

© 2023 KNIME AG. All rights reserved.

Create data app

sy Create schedule

Schedule your workflow to run automatically at s
times

Workflow actions

Control basic actions of the workflow execution.
B Enable workflow actions

Notify via email

Email Condition

@ Add more

Advanced settings

Execution retries

Reset before execution

Change job lifecycle behaviour, timeouts, ...

| Cancel |

elected

Set >

Create

nnnnnnnnnnnnnnnnn



Exercises — Session 4

Before starting the exercise (skip if you performed these steps for session 1)
Install local instance of PostgreSQL
Download the training workflows from the KNIME Community Hub
Install necessary extensions (open 00.1_Extensions_setup)
Execute workflow 00.2_Setup PostgreSQL_Database
Use the credentials for your local instance of PostgreSQL

Execute workflow 04.0 Reset DB&Big Data Environment (except this step)

W |:| Session_4_Orchestration
A 04.0_Reset_DB&Big_Data_Environment
A 041 _ETL_Customers
A 04.2 ELT Usage
A 04.3_Orchestration

nnnnnnnnnnnnnnnnn
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Exercise —04.1 ETL Customers

This exercise is the final step to build application “ETL on Customers Data”
The solution to the previous exercises is already in the workflow
1 Import credentials
2-3 Handle errors
4 Export final workflow status

Find detailed instructions in the workflow

Extract Transform |Load
3 Handle errors
Variable Creator node connectedto Database
Update companent creates a flow variable ETL_failed
equalto 0. Second Variable Creator creates a flow
Data Access :ﬂ':":hfidET;JE‘?ﬁ ;ﬂﬂEﬂ_'r'Lﬂ" = 010 e 4 Export workflow status
r 5 rovide the variable El = 0to the uj f
Provide credentials and 1 Import the 2 Handle errors Europe Customers et i e e A~ e e e | Exoort e varable £TL faied 1o
. o b > . Export the variable L_fail to the
parameters credentials — 2 Provide the variable ETL failed = 1 1o the botiom P
Connectthe Try (Variable " calling warkflow { Workflow Service
\ portofthe Catch Errors (Var Ports) node Output node. fi ble port
Ports) node with the both \ utput nods, flow variable ports)
Import flow vanables from Data Access components L] | 2. Wrap the node into a component and
the caller { Workflow Variable Creator export only the necessary variables:
Service Input, flow variable [ 'y ETL_faied, FaiingNodeMessage,  and
ports) [ v, Failnghode
Credentials Parameters Workflow Try (Variable Catch Errors Workflow
Configuration  Configuration Service Input Ports) | Data Database Update . (Var Ports) Service Output
> ]—| N - ‘4 Status: success . N
W N Ve > "l ®
LT L] [ ] [ (] L] Variable Creator L] L
Import credentials | Blend the data from
NOTE Credentials and from the caller rccess diferent sources Vi
parameters provided here will be uus'chunmm |
used during this workflow 4 |
development and will be ignored . Status. failure
when this workflow is called from
the 04.3 Orchestration workflow. -
The credentials and parameters
provided in the caller workflow
will be used instead.

© 2023 KNIME AG. All rights reserved.

Open for Innovation

KNIME



Exercise —04.2 ELT Usage

This workflow is the final step to build application “ELT on Usage data”
The solution is analogous to the exercise 04.1 ETL Customers and is already provided

-
Transform

Variable Creator

L ]
/.
DB Credentials Parameters Workflow Try (Variable Access & Missing Value Catch Errors Workflow
Configuration Configuration Service Input Ports) Transformation Imputation Saving _/ ] (Var Ports) Service Output
| — % n $ Status: success )
B B8N B O —m
I
L} L] L] L] L]

[ L] L] Variable Creator
Import credentials
LA

NOTE. Credentials and from the caller
parameters provided here will be

used during this workflow

development and will be ignored

when this workflow is called from

the 04.3 Orchestration workflow.

The credentials and parameters

provided in the caller workflow

will be used instead.

Status: failure

nnnnnnnnnnnnnnnnn
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Exercise — 04.3 Orchestration

This exercise connects and orchestrates the applications “ETL on Customers
Data” and “ELT on Usage data”

1 Call ETL on Customers data and import its final status
2 Call ELT on Usage data if ETL on Customers data executed successfully
Find detailed instructions in the workflow

1 Call ETL on Customers data workflow and import 2 Call ELT on Usage data if ETL on Customers data executed

its final status successfully
1. Inthe Credentials Configuration component, provide the username and 1. Build an automated construction that will control whether to execute 04.2_ELT_Usage (CASE Switch
password to the webservice, Amazon 53, and PostgreSQL database. Start node, flow variable ports). Use ETL_failed variable to contral which port is active
2. Inthe Parameters Configuration component, provide the webservice 2. Call the workflow 04.2_ELT_Usage and import its final status (Call Workflow Service node)
URL, and the DB parameters (hostname, database name, port). - Use the workflow relative path & auto-adjustthe ports
3. Call the workflow 04.1_ETL_Customers and import its final status (Call 3. OPTIONAL: Use the second port of the CASE Switch Start nodes (that gets active in case of failure) to
Workflow Service node) notify a responsible person via email (Send Email node). To try it out, you would need to use your own
- Use the workflow relative path & auto-adjust the ports credentials.
- Connectthe Credentials Configuration component to the input flow
variable port Call Workflow
Service CASE Switch Start Send Email
¢l e—o |5 :_/f— =]
Credentials Parameters Call Workflow =
Configuration Configuration Service CASE Switch Start L] L] [ ]
Execute top: ELT_failed =0 Motify the
E'/__m'i. A - ® |5 04 2_ELT_Usage bottom: ELT_failed =1 responsible
- and import its status preson
. L ] L ]
Execute ETL_failed = 0: execute Send Email
04.1_ETL_Customers the next workflow
and import its status ETL_failed =1: stop e
L ]
Motify the

responsible preson

Open for Innovation
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Session 4: Summary

Now you should be able to:
Integrate cloud Hadoop Applications in KNIME
Orchestrate modular workflows from a caller workflow

Build an application that triggers and orchestrates the
applications from previous sessions

© 2023 KNIME AG. All rights reserved.
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Conclusions



Summary of the Course

You learnt how to...
Access various data types and connect to various data sources
Build ETL and ELT data pipelines
Work with big data in KNIME Analytics Platform
Orchestrate multiple workflows and build workflow dependencies
Apply best practices for data engineers
Build and orchestrate ETL and ELT applications

© 2023 KNIME AG. All rights reserved.
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Best Practices for Data Engineers

Efficiency 3 Error handling
Scalability ‘ j Security @
[3

Reusability 222 Repeatability

More on best practices:
KNIME Best Practices Guide
Best Practices to Build KNIME Workflows - Webinar

© 2023 KNIME AG. All rights reserved.
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https://docs.knime.com/2021-12/analytics_platform_best_practices_guide/index.html#_what_is_knime_software
https://www.youtube.com/watch?v=Wr9_DZ471aE

Stay Up-To-Date and Connected

I:r Blog: knime.com/blog

@ Forum:

forum.knime.com

KNIME Community Hub:
hub.knime.com

p KNIME Self-paced Courses:
=’ https://www.knime.com/knime-
self-paced-courses

© 2023 KNIME AG. All rights reserved.

Follow us on social media;:

® 7 ¢
i 2 (O
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The End

education@knime.com
Twitter: @KNIME
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